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EXECUTIVE SUMMARY  

Malaria cases and deaths fell steadily from 2000–2015 under the Millennium Development  

Goals framework. Such tremendous progress was made that the global community elevated its 

goal from malaria control to malaria eradication. Malaria eradication, in part, relies on timely and 

accurate data to effectively identify areas of ongoing transmission, target interventions to stop 

transmission, and measure progress toward elimination. However, a key gap curbing progress is 

the lack of appropriate tools for collecting and managing malaria data. Most data collection 

systems are slow and generate incomplete, inaccurate, and highly aggregated data. Elimination-

ready systems must be capable of getting the right information to the right person at the right 

time.  

The potential role of mobile tools to strengthen and extend the reach of disease surveillance 

systems is widely recognized. While a variety of tools have been piloted and introduced, each with 

its own strengths and limitations, few have scaled and none meet all the malaria community’s 

surveillance needs. The current approach to tool development has led to a fragmented 

environment in part due to the lack of an articulated vision of where mobile tools fit into the 

landscape and what features are critical to include. A critical element of appropriate and 

comprehensive solution design will be collaboration across the malaria community, including 

donors, malaria program experts, technology experts responsible for solution design and 

software development, and those working in other health sectors (e.g., polio, maternal-child 

health, etc.). Such an approach would help transform a fragmented process into one of 

“coordinated innovation” (see Figure A below).  

Figure A. Moving toward Coordinated Innovation 

To support the transition to this collaborative approach, the Bill & Melinda Gates Foundation 

engaged Vital Wave to identify actionable next steps for developing mobile tools for malaria 

surveillance and to facilitate continued discussions among the malaria community, encouraging 

collaborative and scalable approaches to the design of mobile solutions. This report, Mobile 
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Solutions for Malaria Elimination Surveillance Systems: A Roadmap, is the result of a rigorous, 

methodical procedure breaking down the complex processes of malaria surveillance into discrete 

tasks and activities as well as identifying who takes those actions, what information they need, the 

timeframe in which the activities must happen, and how the activities relate to each other. This 

business analysis approach is a best practice for software development.  

Project Overview 

As shown in Figure B, Vital 

Wave’s work was divided into 

five phases: (1) mapping the 

desired state of malaria 

surveillance activities, (2) 

identifying the actual activities 

and needs of current malaria 

surveillance programs, (3) 

conducting a gap analysis 

between the desired and current 

states for malaria surveillance 

programs, (4) performing a 

landscape assessment of 

existing mobile tools, and (5) 

developing a list of priority 

features that a mobile solution 

needs in order to fill the gaps 

between the current and desired 

states and providing a set of 

recommendations for how the 

community can move forward. 

Key Findings 

The need for case and focus investigations to occur in the field informs the need for mobile 

tools. 

An assessment of the universe of malaria surveillance activities reveals that case and focus 

investigations both increase in importance as countries move into the elimination phase and very 

few mobile tools currently exist to target these activities. This indicates an opportunity for 

catalyzing mobile tool innovation for field-based teams conducting investigations. Through an 

extensive mapping process for both case and focus investigation activities, key themes emerged 

that inform the features required to enable mobile tools to bring the highest value to surveillance 

activities: 

 Case and focus investigations often take place in parallel rather than sequentially. 

Many of the field-based activities performed during case and focus investigations overlap 

Figure B. Project Overview 
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significantly, indicating that a mobile solution needs to support the needs of both case and 

focus investigations. 

 Geolocation of more than just households is necessary. While both case and focus 

investigations require the collection of geolocation data to track cases, the unit that is 

geolocated (e.g., the index case, the household, the structure, the human settlement, or the 

focus area) varies depending on whether it is a case or focus investigation, on the country 

policy, and on the stage of elimination.  

 Information relevant to both investigations includes diverse data sets. Both case and 

focus investigators need to collect and verify case-based and environmental data and 

update existing records with new data while in the field. Tools must be designed to support 

a variety of datasets and be customizable to meet requirements at the country level.  

 Data visualization across a number of data sets is highly valuable. Visualizing multiple 

layers of data while in the field is necessary to conduct well-informed investigations. An 

additional value-add of a mobile solution would be dynamically locating the user on a map 

and providing GPS-based navigation to specific locations.  

 Field-based teams experience limited connectivity. Given the location of investigations, 

the ability to collect and review data offline on a mobile device is a critical need, as is 

functionality related to syncing to a server or database once back online.  

 Limited resources are available to conduct investigations. The lack of highly skilled 

personnel such as entomologists and the significant human resource burden placed on 

frontline health workers in many countries require improved access to mobile-supportive 

supervision and job aids in the field to conduct complex malaria-specific tasks. Additionally, 

investigators require tools with basic analytical capabilities to devolve decision making 

from the national or district level, empowering local health workers to take action when 

appropriate.  

Designing a tool that meets the needs of field teams implementing case and focus investigations 

requires the development of specific features and capabilities. A comprehensive list of priority 

(“must have”) and nonessential (“nice to have”) features that mobile tools and platforms must 

support are a key output of this report. These required features can be categorized into one of 

seven types listed in Figure C below.  
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Figure C. Key Technology Feature Types for Malaria Surveillance  

Multiple existing tools provide a solid foundation, but enhancements are required to meet 

all malaria surveillance activity needs. 

A landscape assessment of existing and in-development mobile tools and platforms reveals the key 

technology strengths and gaps in current mobile tools’ features. Enhancement or new 

development in each feature type will be necessary to improve functionality. Examples of critical 

gaps are detailed below.  

 Case-Based Data: Current platforms are not simple to configure or customize, are unable 
to collect data in a non-sequential way that better matches the realities of data collection in 
the field, and do not support complex or non-hierarchical relationships between cases. 

 Timely Data: Sending and receiving timely data in the field from the central server 

depends on access to network connectivity. In addition to this, existing digital health 

platform technologies do not readily plug into widely used communications platforms (e.g., 

WhatsApp, Facebook). 
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 Analytics: Current mobile-based platforms do not provide needed basic analytical 
capabilities to field staff, such as the ability to analyze a data set in real time in an offline 
environment. 

 Geolocation: Current mobile-based platforms do not support the required quality and 
detail for maps while offline, do not store sufficient data offline to support visualization of 
numerous geospatial features, do not support projection of geographical areas based on 
location, and do not provide software development kits (SDKs) that allow programmers to 
leverage available geospatial data (e.g., from Open Street Maps).  

 Interoperability: Standards have not yet been defined or agreed upon for geospatial 
features for malaria surveillance, nor has support for such standards been built into 
current platforms. 

 Offline Capability: Peer-to-peer synchronization and conflict resolution so that data 

collected by multiple users is not overwritten, is not a mature feature in current platforms. 

 Support Capabilities: Current platforms do not support robust tools for field-based task 
management and work planning, nor do they have the ability to analyze data collected in 
real time or to allow users to create, update, or modify a task list. 

Despite the gaps identified above, it is clear that mobile tools and platforms can support the shift 

to malaria elimination and that aligning efforts and investments to build on existing technologies 

and progress to date is a feasible goal. This report recommends building a multi-platform toolkit 

where priority features are developed across a suite of interoperable but separate platforms. 

Using this approach, current technologies would be strengthened through the development of 

prioritized features as stand-alone pieces inside one or more platforms, while foundational 

components of mobile solutions—which can be reused on multiple mobile technologies—could 

also be developed. This approach would enable multiple platforms to be integrated and used 

together to support the complete set of required features or, alternately, for platforms that 

provide similar features to be swapped in and out as needed. This would give countries the 

opportunity to continue working with tools that they have already incorporated into their health 

information system and to select additional tools that are best suited to their program 

implementations.  

Recommendations and Next Steps 

Closing technology gaps requires a “Coordinate to Innovate” approach. 

The recommendations below are for the broader malaria community, including program experts, 

technology providers, and donors. They point to actions that can be taken to ensure mobile tools 

meet countries’ malaria elimination program needs and describe a development approach that 

uses investments in an efficient and effective manner. The recommendations focus on specific 

technology development actions and how stakeholders can work together in a more coordinated 

and streamlined method.  
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Create a mechanism for increased collaboration among those working on mobile tool 

development for malaria surveillance. 

 Create an organizational structure for coordinating collaboration on mobile tool development 

and agreement on using technology and program standards for malaria surveillance. Use 

this structure to engage the donor community and to encourage them to align their 

investments. 

 Develop principles and agreement templates for collaboration and knowledge-sharing 

between technology providers.  

 Establish a software development process that supports the creation of a modular, 

interoperable, and mobile toolkit that can be implemented on one or more mobile 

platforms best suited to individual programs and locations. 

 Increase collaboration with other developers of software solutions for disease 

management to benefit from their work, leverage existing knowledge for malaria 

surveillance activities, and share what the malaria community has learned. 

 Develop mechanisms to ensure all mobile technology development efforts adhere to the 

Principles for Digital Development, especially in gaining user input into the design. 

Streamline and enhance software development activities to better meet program needs.  

 Complete validation of needed features for case and focus investigations with members of 

the wider malaria community, including ministries of health and end users.  

 Conduct a similar process to identify the needed features for case detection and notification 

and the intervention response. Prioritize these features as “must have” or “nice to have.” 

 Identify the user scenarios for each part of the malaria surveillance program, and identify a 

package of features that would be needed for each user in a mobile tool. 

 Perform a detailed technical examination of existing mobile platforms against the to-be-

developed full list of prioritized features and standards and identity gaps that remain. This 

activity will inform additional “must have” features to be developed, customized, or enhanced. 

 Consider a prototyping process for rapid iteration between technology providers and 

program implementers on new or improved tools. This process would gather feedback 

from end users as well as program experts.  

This report discusses the implications for mobile tool and platform development and makes 

recommendations about next steps. It creates a collective understanding and evidence base for 

malaria experts and technology providers about the landscape of mobile tools for malaria 

surveillance, the trade-offs and nuances of critical features, and the technology gaps that may 

require additional, targeted investment. The ingenuity and creativity of the malaria and 

technology communities have resulted in a rich array of mobile tools and platforms, and the 

findings and recommendations in this report point to concrete actions that can be taken to 

enhance progress in this continued effort. 
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INTRODUCTION  

During the time of the Millennium Development Goals (2000–2015), the scaling-up of prevention 

and treatment interventions cut malaria deaths in half. With this success, the global health community 

has set its sights on eradicating malaria. Eliminating transmission in malaria-endemic countries is 

an important step on the path to eradication. The key to elimination is finding infected individuals 

as quickly as possible, treating them, and stopping onward transmission. 

A well-functioning surveillance system is a critical component for malaria elimination, as elimination 

relies on timely and accurate data to effectively identify areas of ongoing transmission, determine 

causes, target interventions, and measure progress.  

Getting the right information to the right person at the right time to guide and enable the right 

action is challenging in any setting. It is especially challenging in low- and middle-income countries 

or LMICs (i.e., most malaria-endemic countries) where access to electricity, network connectivity, 

and transportation is not universal. Fragmented, paper-based systems utilized across multiple 

levels of the health system delay data delivery to health professionals, and often those data are 

incomplete or of poor quality. 

Mobile technologies are increasingly playing a role in LMIC data systems. However, even where data 

collection, analysis, and reporting are conducted using mobile technologies, the tools and systems 

employed are often unsuitable for scaling into diverse geographical settings, cannot be readily 

adapted to different country contexts, are not integrated with other data sources, and often 

require supplemental staffing resources.  

Within this challenging landscape, opportunities exist to advance beyond individual pilot tools and 

activities in order to create mobile surveillance tools that can be scaled and adapted for 

replication in other countries and regions. While no single, comprehensive solution has been 

scaled globally, interventions have been developed to address the needs of certain malaria  

surveillance activities, and further development and customization is possible. Critical to this 

process is identifying the activities where mobile tools have the potential to catalyze the 

effectiveness of malaria surveillance for elimination and prioritizing the features required for a 

mobile tool to make maximum impact.  

Several mobile tools already exist with capabilities that would be valuable for malaria surveillance 

activities. These tools provide a starting point and could be built upon to enhance their strengths, 

demonstrate their use, and scale widely once the “must have” and “nice to  have” features have 

been determined. Once agreement has been reached on what these key features are, existing 

applications can be enhanced or new ones built.  
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The Bill & Melinda Gates Foundation engaged Vital Wave to create a roadmap to guide the malaria 

community and technology providers from a place of pilots and feasibility studies to a world 

where a suite of mobile tools and platforms can be scaled to meet the needs of country-level 

malaria elimination programs. The purpose of this overall project is twofold: 

 

 

 

 

 

 

Mobile Solutions for Malaria Elimination Surveillance Systems: A Roadmap is the result of a rigorous, 

methodical procedure breaking down the complex processes of malaria surveillance into discrete 

tasks and activities as well as identifying who takes those actions, what information they both 

need and produce, the timeframe in which the activities must happen, and how the activities 

relate to each other. This business analysis approach is a best practice for software development. 

From this analysis, an initial list of priority features for mobile tools was developed, focusing 

specifically on malaria case and focus investigations. In parallel, the team conducted a landscape 

assessment of the strengths and limitations of current mobile tools and platforms.  

This report presents the results of those analyses, discusses the implications for mobile tool and 

platform development, and makes recommendations about next steps. Ultimately, these findings 

will be used to inform the process of developing appropriate and high-value mobile tools for 

malaria surveillance that meet the needs of malaria program field teams and the consumers of 

malaria data throughout health systems.  

 

  

▶ Inform a coherent and effective strategy for improving malaria mobile 

tools and platforms 

▶ Identify actionable next steps for developing mobile tools for malaria 

surveillance to support the broader field in adopting common and 

scalable approaches 
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METHODOLOGY 

Figure 1 depicts the flow of project activities described in detail in this section. All activities 

involved secondary research, expert interviews, and resident knowledge of the Vital Wave team.  

Figure 1. Project Approach Overview 

 

In the first step, the Vital Wave team mapped the universe of malaria surveillance activities 

and their corresponding process flows using Disease Surveillance for Malaria Elimination: An 

Operational Manual by the World Health Organization (WHO) and Technical Guidelines for Integrated 

Disease Surveillance and Response in the African Region by the WHO and the US Centers for Disease 

Control, as well as resident knowledge and inputs from subject matter experts. Building from this 

detailed mapping, the team then evaluated each activity using four criteria: 

1 
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 the opportunity for mobile technologies to deliver added value and improve existing 

processes and systems, 

 the importance of these activities at the elimination phase, 

 the presence of community-level actors who are most likely to use and benefit from mobile 

tools, and  

 the presence of existing mobile solutions for that activity. 

Following this assessment, the program goals of malaria case and focus investigations were 

chosen for further exploration. These goals were selected because both are emerging in 

importance and few mobile tools exist to target these activities.  

 In the second step, the Vital Wave team mapped the tasks and activities of each 

 component of case and focus investigations into process flow diagrams. The current state 

describes how case and focus investigations happen now in several countries and how they vary. 

The desired state is a mix of WHO guidelines and experts’ opinions on how the community would 

like to see these activities conducted. Twenty-seven subject matter experts from three key 

eliminating regions—Greater Mekong Subregion (GMS), sub-Saharan Africa (SSA), and Central 

America—helped inform the findings.  

 The difference between the current state (how activities are happening in case and focus 

 investigations now) and the desired state (how the community would like to see them 

happen) forms the gap analysis. The gap analysis in this step describes high-level challenges that 

exist in malaria surveillance programs and specific bottlenecks that could be addressed by mobile 

technology.  

 In parallel, the team conducted a landscape assessment of mobile tools and platforms for 

the surveillance of malaria and other relevant diseases to determine if the project could build on 

existing technology. The landscape assessment examined the core mobile technologies and 

platforms that underlie the hundreds of mobile applications in use and in development in order to 

understand their capabilities, strengths, and weaknesses. Also included in the landscape 

assessment are case studies that explore how mobile tools are currently being used for 

surveillance activities. 

 In the final phase, the work in Steps 1–4 was used to develop an initial list of priority 

features that a mobile solution needs in order to fill the gaps between the current and desired 

states. This list, along with a description of the capabilities of current mobile technologies, was 

validated and enhanced by members of the malaria community during a Convening facilitated by 

Vital Wave in May 2017 in Geneva. The outputs of the Convening and the final project stage of the 

landscape assessment informed next steps for the cross-sector community working to develop 

mobile tools for malaria surveillance. 

A detailed description of the project methodology is in Appendix A. 
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THE DESIRED STATE FOR CASE AND FOCUS INVESTIGATIONS 
AND PRIORITY FEATURES FOR MOBILE SOLUTIONS 

Desired State for Case and Focus Investigations  

 “Magic will be giving people a tool that presents what they already know in a way that channels 
them to prevention and not just reaction, and shows them what they can do with that data.” 

As countries move from control to elimination, key shifts occur in the implementation of malaria 
programs that affect surveillance and require programmatic and operational changes. For 
example, information needs to be case based, shared in real time, and reported from both the 
public and private sectors. (For a full list of key program shifts, see Appendix B). These shifts also 
demand that health workers be trained in the more advanced skills needed to successfully 
accomplish required activities. In the desired state of malaria surveillance activities, the program 
has successfully shifted to accommodate the elimination phase priorities, and well-trained 
program staff are able to efficiently and accurately conduct the activities necessary for robust 
malaria surveillance. The desired state detailed in this section has been developed through a mix 
of WHO guidelines and expert interviews and describes how they would like to see two key 
program goals—case and focus investigations—happen in the near future. The process flow for 
each program goal describes what actions would be taken, who would take those actions, what 
data would be collected, how those data would be collected and transmitted, and when each 
action would occur. The process flows provide a comprehensive view of the end-to-end 
sequencing of steps required to successfully implement case and focus investigations in a desired 
state. 

Desired State: Case Investigation 

“The secret to our success in Sri Lanka is that we applied the case investigation basics rapidly as 
soon as a case was identified to not allow the disease to spread beyond levels that are not 
manageable.” 

Case investigation involves responding quickly to a primary or “index” case of malaria, determining 
whether the malaria is imported or transmitted locally, and finding and treating others nearby 
who might also be infected. A key to stopping malaria transmission is rapid identification and 
follow-up through passive and active case detection. Figure 3 below is a process flow developed 
through interviews with malaria experts. The flow depicts the key activities in case investigation 
both by stage and across different levels of the health system.  

While case investigation processes vary depending on the structure of a country’s health system, 
the number of index cases, and the country’s specific malaria goals and policies, several common 
themes were discovered while defining the desired state. Common themes or conditions include 
an appropriate sequencing of investigation activities, sufficient resources for each activity, 
classification of the case, and the data required at each stage. 
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A Note on the Desired State Process Flows and Feature Types 

Each square box in the process flow diagram is one activity or step in the process of completing 
that program goal. The processes are read from left to right, and the arrows represent the 
sequential flow of activities. The three horizontal boxes labeled national, district, and community 
and health facility identify the level of the health system at which the activity occurs. The program 
goals are broken down into three distinct yet interconnected stages: 

► Planning: Data are collected, received, and used to inform a decision on execution of an 
investigation 

► Execution: An investigation is conducted and relevant data are collected  

► Reporting: Data collected from the planning and execution phases are packaged and sent to 
others in the health system for further analysis, monitoring, and feedback  

Layered on top of the process flows are specific “must have” features, required of mobile 
solutions to add value to each of the stages. These features can be categorized into the following 
feature types: 

► Case-Based Data: Collect, store, look up, and use data tagged to a unique case1  

► Timely Data: Submit and access data in real time to enable decision making 

► Analytics: Conduct analysis and visualization of data from multiple viewpoints and 

dimensions  

► Geolocation: Collect and review geospatial data for both patient and environmental data 

► Interoperability: Allow a tool to “speak to” other systems in order to import, export, use, 

and understand data from those systems 

► Offline Capability: Perform tasks without Internet connection 

► Support Capabilities: Leverage job aids, decision trees, performance management modules, 

and other training-related components to build capacity and improve workers’ efficiency and 

effectiveness 

Through research and expert interviews, it was confirmed that a mobile tool would add the most 
value during the execution stage of each program goal, as it is during this stage that malaria 
program staff are out in the field collecting new data and making decisions to inform their field 
activities. For this reason, a more detailed features list is provided for the execution stages of both 
case and focus investigations. The process flows for the planning and reporting stages can be found 
in Appendix C.  

1
A case means any entity (people, households, foci, and other geospatial features) to which data can be 

associated (through a form or metadata). 
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Figure 2. Case Investigation: Desired State Process Flow
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Case Investigation: “Must Have” Features for the Execution Stage 

“A CHW needs [the] ability to collect data but also to analyze what that data means. Task 
lists can be pushed from the system to give guidance on next steps, how to use data, action 
steps, etc.”  

In the execution stage of the desired state laid out in Figure 3, a team will be dispatched with a 

mobile device containing the relevant data on the index case once notification of a case has 

been received at the district office. In areas with limited connectivity, data will have to be 

preloaded onto the investigators’ mobile devices. The team will visit and interview the index 

case(s), complete one case investigation form per index case, and gather environmental 

information related to the transmission site. Based on the data collected during the 

investigation, including travel and treatment history, the team will decide on the extent of 

reactive case detection and the subpopulation to be sampled.  

Figure 3. Execution Stage: Desired State Process Flow for Case Investigation 

Key characteristics of the desired state for execution processes during case investigation include: 

 Offline access and use: Case investigators should be able to access and complete a 

case investigation form for the index case and other contacts in the field, even if 

connectivity is limited or lacking. 

 Community data: Case investigators should be able to collect data on the community, 

including environmental observations and GPS coordinates related to the transmission 

site, to support focus investigators and case classification. 

 Data use to support classification: Data collected should support classification and 

inform the extent of contact screening and additional interventions required. For 
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example, if an imported case is found to have transmitted malaria to members of the 

household that did not travel with the index case, a wider investigation in the 

community may be conducted. 

Priority Feature Types for Case Investigation Execution Stage 

► Case-Based Data: Investigators can fill in multiple individual case investigation forms 

for the index case, members of their household, and others in the community. 

► Analytics: A mobile tool or platform could be used to process the information collected 

in the case investigation questionnaire to produce a recommended case classification. 

Basic offline analytics could also be used to support investigators revising their work 

plan and evaluating the impact on resources based on new data collected.  

► Geolocation: Capturing GPS coordinates for the index case household and other 

households visited allows for spatial visualization of cases. A mapping tool could also 

show the case investigator where previous cases were detected in that area.  

► Interoperability: Interoperability with the tools used for reporting would allow for 

seamless transfer of data from the field.  

► Offline Capability: Investigators working in remote locations, where many malaria-

vulnerable populations reside, should have the ability to access and  

capture data offline.  

► Support Capabilities: A decision support tool would guide the case investigator 

through the process. It could remind the case investigator of government policies and 

SOPs to ensure the correct decisions are made.  

The process flow in Figure 5 below represents the key activity steps included in the execution 

stage of case investigation, mapped to specific “must have” features that a mobile tool requires 

in order for the user of the tool to successfully complete that activity.1 Some features required 

for a mobile tool supporting case investigation are also required for a mobile tool supporting 

focus investigation. This area of overlap is also called out in Figure 4 below.

                                                   
1 “Nice to have” features for case investigations are not included in this report, as focus investigations were the primary topic of 

discussion during the 2017 Convening where the community aligned on priority features 
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Figure 4. Execution Stage: “Must Have” Features for Case Investigation 
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Desired State: Focus Investigation 

“Team could use a mobile tool, like a tablet, to capture entomological surveillance data, 
take note of households checked, geotag breeding sites and cases detected, and then 
send that to a database at provincial, district, and national level.” 

Critical during the active malaria elimination phase, focus investigation involves identifying 

malaria-vulnerable populations, vectors responsible for transmission and their location, and 

relevant environmental features conducive to transmission. The objective is to quickly 

identify areas where malaria transmission is occurring locally and stop onward 

transmission through targeted and relevant interventions. While variations exist between 

countries, shared key elements emerged during the primary and secondary research 

phases (see Figure 5).
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Figure 5. Focus Investigation: Desired State Process Flow 
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Focus Investigation: “Must Have” and “Nice to Have” Features for the 
Execution Stage 

“Focus investigator doesn’t have information about houses that have received LLINs [long-
lasting insecticidal nets], where breeding sites were, and where cases have been found when 
he’s out in the field. Having a live map of that information when he’s out in the field would 
be ideal. A tool with flexibility to provide spatial information in real time would be ideal.”  

The desired process for the execution stage of focus investigation is detailed in Figure 6. Once 

a threshold of cases has been reached, the investigation team will go into the field to conduct a 

focus investigation. As with case investigation, teams will be equipped with mobile devices that 

are preloaded with data for areas with limited connectivity. Dynamic mapping tools will help 

investigators identify transmission hot spots and priority areas while also providing 

navigational support. In the field, aided by prompts, the focus investigation team will enter any 

additional information gathered related to the index cases, verify the maps and information 

used during the planning stage, and add any new environmental or vector observations.  

Figure 6. Execution Stage: Desired State Process Flow for Focus Investigation 

Key characteristics of the desired state for execution processes during focus investigation 

include: 

 Proper training: Focus investigators collect both patient and environmental data. The 

investigation team must include members capable of accurately collecting and 

analyzing these complex data sets for field-based decision making to be possible. 

Ideally, a trained entomologist would be a member of the team and oversee the 

collection of data related to the vector. 



   

25 

 

Vital Wave Inc. © 2017 Vital Wave 

MOBILE SOLUTIONS FOR MALARIA ELIMINATION SURVEILLANCE SYSTEMS 

 Comprehensive data access: While in the field, focus investigation teams should have 

access to case and aggregate data that describe the focal area. This capability allows 

teams to reference a breadth of information, including historical data and maps, in 

order to investigate for maximum effectiveness. 

 Field-based data use: Focus investigation teams should be able to review historical 

reports and capture new data related to the index case or environmental factors while 

in the field. This allows teams to address data gaps and ensure data completeness for 

determining and triggering the appropriate intervention. 

Priority Feature Types for Focus Investigation Execution Stage 

► Case-Based Data: Investigators should have the ability to tag and collect data and 

observations on households, foci, and other geospatial and environmental features 

(e.g., bodies of water, breeding sites) while in the field.  

► Analytics: Built-in analytics could allow teams to quickly evaluate the information 

collected during focus investigations, make necessary changes to their work plans, and 

recommend an intervention.  

► Geolocation: An interactive mapping tool that allows focus investigators to capture and 

edit case and environmental data in the field and provides relevant data layers would 

improve the quality and accuracy of data being collected and facilitate case-based and 

aggregate analysis of the data. A mapping tool would also help investigators identify 

potential hot spots to visit during the investigation (based on environmental features 

like bodies of water, structures, and roads) and provide useful navigation functions for 

investigators while in the field.  

► Interoperability: Interoperability with the tools used for reporting would allow for 

seamless transfer of data from the field. 

► Offline Capability: Ability to access, collect, and use data while in the field, regardless 

of Internet availability, would empower teams to make real-time decisions. It would also 

streamline the data collection and entry process because the collected data could sync 

with the overarching system once the teams regain Internet connectivity. 

► Support Capabilities: Decision trees and training modules could provide guidance to 

teams lacking a formally trained entomologist. 

The process flow in Figure 7 represents the key activity steps included in the execution stage of 

focus investigation mapped to the “must have” features that a mobile tool requires in order to 

successfully complete that activity. Figure 8 shows those features that are considered 

nonessential (“nice to have”) because they would enhance the user experience but are not 

required to complete the activity.
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Figure 7. Execution Stage: “Must Have” Features for Focus Investigation
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Figure 8. Execution Stage: “Nice to Have” Features for Focus Investigation
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Key Insights on Priority Features Required for the Execution Stage of Case 
and Focus Investigations 

Throughout the exercise, several key issues emerged:  

 Integration of case and focus investigations: Many of the activities performed during 

case and focus investigations overlap significantly. As a result, many of the features required 

for focus investigation are contained within those required for case investigation. For this 

reason, a mobile solution for the execution stage needs to cater, at a minimum, to the 

needs of both case and focus investigations. 

 Geolocation: The ability to geolocate information is a key “must have” feature for both 

case and focus investigations. However, the minimum tagging required (e.g., the index 

case, the household level, the structure level, the human settlement, or the focus area) may 

depend on the country policies and stage of elimination.  

 Data collection and use: In the desired state, most of the focus investigation would be 

conducted before the field investigation takes place. In this scenario, the purpose of the 

field investigation is to verify previous data and collect new data on the focal areas to 

determine the type and extent of intervention needed. The ability to verify existing data 

and enter new data about the environment and infrastructure was determined to be an 

essential feature of a mobile tool. Currently, that information is gathered on paper, and it 

may be entered electronically later or just filed away. Given the goal of conducting the field 

investigation to determine the appropriate intervention, it would be beneficial for a mobile 

solution to trigger, implement, and track interventions.  

 Dynamic mapping: Visualizing multiple layers of data during the field investigation is 

necessary for conducting well-informed investigations. An additional value-add of a mobile 

solution would be the ability to dynamically locate the user on a map and provide GPS-

based navigation to specific locations.  

 Offline capability: Given the location of investigations, the ability to work offline is a 

critical feature, along with bidirectional syncing. In this scenario, the user could sync the 

mobile device with databases and download relevant data or forms prior to beginning the 

field investigation. After entering data in offline mode, the new data would sync with the 

databases once connection has been re-established. Significant storage space would be 

needed to preload a mobile device with adequate information.   
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CURRENT STATE OF CASE AND FOCUS INVESTIGATION 

Detailing the current state of malaria surveillance programs establishes a baseline understanding 

of the activities common across countries and identifies key areas where programs differ. This 

information also helps identify the program and technology gaps between how activities for case 

and focus investigations are currently being conducted and how practitioners would like them to 

be conducted in the future. Identifying gaps in different settings creates a set of issues that mobile 

technology solutions need to address or be designed to accommodate. 

No country examined was conducting case or focus investigations in precisely the same way or in 

the “ideal state” as outlined in WHO guidelines. Moreover, the ideal 1-3-7 strategy used in China 

and mentioned by many interviewees is beyond the resources that most countries can devote 

while they are still dealing with large numbers of malaria cases. Focus investigations, in particular, 

appear to be happening sporadically. In certain contexts, case and focus investigation activities 

occur in parallel, with field teams gathering data related to both program goals. At times, 

surveillance and intervention activities occur simultaneously. Multiple factors impact how malaria 

surveillance activities are being conducted, leading to variation at the country level. Figure 9 below 

depicts the drivers that cause variation in implementation of these activities. 

Figure 9. Drivers of Variation in the Current State at the Country Level 



   

31 

 

Vital Wave Inc. © 2017 Vital Wave 

MOBILE SOLUTIONS FOR MALARIA ELIMINATION SURVEILLANCE SYSTEMS 

Variations in Case Investigation  

For case investigation, the largest variations between countries are who conducts the investigation 

and how it happens. Variations are mainly driven by human resources, technology systems, and 

case burden. Fewer variations are reported in terms of when the case investigation occurs, what 

data are collected, and where the case investigation takes place.  

Case investigation in the pre-elimination and elimination phases is carried out by health workers 

with a higher level of specialization in malaria surveillance, including malaria surveillance officers 

and agents at the district level or environmental health technicians and practitioners at the health 

facility. In countries still in the control phase, community health workers (CHWs)—in some cases 

paired with a nurse from the health facility—receive limited training to carry out case 

investigation. Understandably, CHWs have less training and manage more competing priorities 

than specially trained staff with malaria-specific roles. As a result, they sometimes conduct a 

simplified version of case investigation. However, without appropriately trained investigators 

conducting full case investigations, a country is less likely to meet elimination goals. The case 

studies in Figure 10 provide examples.  

Figure 10. Variations in Current State Case Investigation Actors 

One cause of variation between countries is the existence of national policies and procedures. Each 

country has policies for case investigations based on factors such as case burden, human 

resource capacity, and data systems. National policies on reactive case detection are a good 

example of the differences. Some countries (e.g., Swaziland) recommend investigating households 

within 100–500 meters of the index case household, while others (e.g., Zimbabwe) do not 

recommend testing outside the household at all. This type of variation can be accommodated in a 

mobile tool if it is designed to support such variability from the outset. Challenges are 
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encountered when tools are designed in a way that does not accommodate variable inputs. In this 

scenario, significant effort and time is often required to modify existing tools and impose 

variability where it was not originally foreseen. 

“Data management people spend time chasing data rather than using data.” 

A second cause of variation in case investigation planning, execution, and reporting is whether the 

data system is paper-based or electronic. Countries using paper-based systems collect data but 

struggle with timely reporting and seeing historical data. On the other hand, countries using 

electronic systems have more robust analytics support for the planning and execution phases of 

case investigation, and they have the ability to submit data in real time to the appropriate levels of 

the health system. The type of local data system impacts the efficiency and effectiveness of case 

investigation, which is why countries like Honduras are eager to roll out DHIS2. The case studies in 

Figure 11 provide examples. 

Figure 11. Variations in Current State Case Investigation Data Systems 

Variations in when case investigations occur depend on government policies, human resource 

capacity, and case burden in the country. Across countries, the data collected closely follow the 

data listed in Appendix D, and case investigation almost always takes place at the household of 

the index case. 

Variation in Focus Investigation  

“A lot of programs don’t have ability or capacity to do foci investigation because they lack 
staffing, mapping capabilities, etc. So, foci investigation is not done as systematically as WHO 
says it should be done. There really needs to be a low number of cases to conduct the 
investigations according to the WHO guidelines.” 
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For focus investigation, significant variation exists across nearly all dimensions, including who 

conducts the investigation, how it happens, when it happens, and what data are collected. The only 

constant across countries is where the investigation happens, which is at the community level. This 

high level of variation is not surprising given the lack of SOPs at the national level for many 

countries. While some countries implement certain activities in closer alignment with WHO best 

practices, other countries conduct only a limited form of focus investigation, and some countries 

do not conduct them at all. 

Noteworthy differences exist in the level at which focus investigations are implemented, which has 

an impact on the actors involved. In the few countries actually conducting focus investigations 

(e.g., Swaziland), the investigations are conducted by specialized and highly trained individuals. In 

many countries interviewed, activities associated with the focal area are conducted but often by 

health workers at the facility level who have these duties added onto their responsibilities. The level 

of specialization of the individual or team conducting the investigation impacts how the investigation 

is conducted and what data are gathered. The case studies in Figure 12 provide examples. 

Figure 12. Variations in Current State Focus Investigation Actors 

The WHO guidelines identify a host of data that should be collected during a focus investigation, 

including data related to the index case, household member data, household GPS coordinates, 

and environmental data related to the focal area and the vector (see Appendix D for a full list). 

However, the data actually collected during focus investigations vary based on government 

policies and procedures, human resource capacity, and case burden. Some teams are able to  

collect a detailed set of focus data, while others collect a minimal amount in the course of 

delivering care to patients (see Figure 13). 
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Figure 13. Variations in Current State Focus Investigation Data Sets Collected 

Despite the current state variations, the challenges and barriers that countries experience when 

conducting case and focus investigations share common themes and represent existing gaps 

between the desired and current states of malaria surveillance operations. Identifying these variations 

and common themes is equally important when determining the highest-value opportunities for 

mobile solutions.  
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PROGRAMATIC GAP ANALYSIS 

Understanding the gap between the desired and current states of malaria surveillance operations 

provides the information needed to consider where mobile technologies could best be leveraged 

to close the gap. Equally important is identifying where mobile technology is unlikely to make a 

difference, or where the effectiveness of mobile technology is dependent on certain elements of the 

health system. The gap analysis begins with an assessment of the program gaps that exist within 

case and focus investigations and then concentrates on the areas where mobile could play a role, 

either by itself or in tandem with other program changes. 

Program Gaps in Case Investigation 

“The most challenging thing is the time that it takes for the information to get to the people 
who make decisions.” 

Interviews with country experts revealed that the primary gaps inherent in case investigation are 

related to insufficient human resources and bottlenecks accessing data for decision making. 

Human Resource Gaps 

 Additional tasks overburden health workers. Lack of human resources was commonly 

cited as a challenge for case investigation. In some countries, where case investigations are 

the responsibility of CHWs, these activities add to an already heavy workload concentrated 

on patient care. This problem was reported in the GMS where it can prove difficult for 

CHWs to complete all tasks required of them.  

 Front line health workers (FLHWs) are often untrained. In Zambia, FLHWs are also 

responsible for conducting case investigations. However, case investigation responsibilities 

differ from standard FLHW delivery of care, requiring additional training to ensure staff are 

capable of incorporating case investigation duties into their responsibilities.  

 Number of index cases is still too high. Even in countries with staff dedicated to case 

investigations, responding to all reported cases can be challenging. In South Africa, significant 

variations exist between provinces because some areas do not have sufficient staff to visit 

every index case household and thus conduct some investigations over the phone.  

Data Access, Analysis, and Use Gaps  

 Data are insufficient to decide on and plan a case investigation. Almost all countries 

reported challenges accessing data required to plan for investigations and sharing data 

gathered during case investigations. Lacking standard processes and methods to share 

relevant data, case investigators are not able to benefit from reviewing the results of 

investigations previously conducted in that area. While community workers are familiar 

with the areas in which they work, informal analysis of their knowledge results in unreliable 

and incomplete data.  
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 Access to data while conducting activities in the field is limited. For each index case, 

numerous data elements may be captured by different actors from different locations, 

such as a health facility or household. Access to the index case data, as well as relevant 

data from previous case investigations in the same locality, is especially challenging for 

teams once they are out in the field. While teams sitting in district offices might have ready 

access to data on paper-based forms or electronic files, field teams are unable to review 

existing data while they are in the field and are thus unable to apply those findings to the 

investigation in real time. 

 Data collected on paper forms are not easily available to decision makers. The lack of 

central databases to review data following case investigations introduces bottlenecks as 

well. Vietnam has demonstrated that while paper-based data collection has not hindered 

its ability to collect high-quality data, delays are inherent in the process because the paper 

forms must be physically transferred to the relevant government offices, and this takes 

time. In South Africa, paper forms faxed from the district offices to the provincial offices are 

often backlogged, as the process of entering that data into the national data system is 

time-consuming. Data-sharing challenges contribute to delays in triggering the actions that 

must follow case investigations and result in inadequate reporting back to field teams and 

FLHWs, who need these valuable data for decision making as their field-based efforts continue. 

Timing Gaps  

► Delays in triggering the notification of an event introduce a barrier to taking action. 

The actions taken by case investigation teams are triggered by a confirmed index case. Delays 

in either sending or receiving this notification slow down the entire process, which can leave 

the index case and other potential cases uninvestigated and untreated for extended 

periods of time, creating higher risk for onward transmission. In Honduras, some areas 

have minimal or no cellular service, leaving index cases unreported for up to a month. 

Delays in completing case investigation reports also have implications for the timeliness 

with which focus investigation teams can begin and ultimately for the triggering of 

appropriate interventions.  

 

Program Gaps in Focus Investigation  

“There are only two or three entomologists with master’s level training across the southern 
African countries.” 

Gaps between the desired and current states of focus investigation are similar to those in case 

investigations. Lack of human resources emerged as an issue faced by country teams. Access to 

data is another challenge. For focus investigation, data access is especially difficult due to the 

breadth of data needed by the investigation teams and their need for analytical support and data 

visualization tools. Another challenge for focus investigation is the lack of codified policies and 

standards from the national level to guide the processes. 
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Human Resource Gaps 

 Countries lack trained personnel. Securing a team for focus investigations, including a 

trained entomologist, often proves difficult in most countries. Focus investigations are 

inherently complex, requiring public health and environmental data collection, and 

individuals with the proper training are in short supply. There were only three fully trained 

focus investigation entomologists across Southern Africa, meaning that most investigations 

are conducted without a formally trained professional. 

 Countries lack sufficient personnel. In Swaziland, one surveillance staffer is responsible for 

all focus investigations in the country, resulting in delays of up to six months. In Thailand, 

rather than going out into the field, health centers record the village name for each patient 

they see and classify the focus based on patient data. Honduras and some GMS countries 

are not yet conducting focus investigations, in part because of human resource constraints 

and lack of government guidelines. 

 Case numbers are still too high in many countries to investigate all foci. Given the 

resource-intensive nature of focus investigations, a manageable number of cases per 

investigator is two or three cases per week. Thus, the transmission rates in a country would 

need to be very low and steady throughout the year (maximum of 156 per year for a single 

focus investigator) in order to complete investigations according to the comprehensive best 

practice. However, many countries report that the majority of cases peak during a certain 

time of year. For example, Senegal’s pre-elimination districts report 80% of their cases over 

a four-month period, further stretching the limited resources available.  

Data Access, Analysis, and Use Gaps 

► Access to existing historical data is limited, hindering planning and execution of 

activities. Data access proves to be a pain point when a team is preparing to go into the 

field, as well as once they are there. Ideally, the planning stage includes a detailed review of 

the complete case investigation form and historical data from case and focus investigations 

conducted previously in that locality. However, in most settings, ready access to 

comprehensive data, even in aggregate, is not possible. Along with case-related data, the 

team needs to review a host of environmental health data related to the focus, including 

data on environmental factors, data on the vector, weather data, and maps of the focus. 

But without a central database, data available to the team are limited. Access to these data 

is even more challenging once the team is in the field because it is not feasible to carry all 

previous reports along with them. As reported in Swaziland, when a focus investigator goes 

into the field, they do not have information about houses that have received long-lasting 

insecticide treated nets or locations of past breeding sites or cases, making it far more 

difficult to detect trends in the focus and how it has changed over time. 

► Paper-based systems make data analysis challenging and delay informed decision 

making. Even when data are available, limited access to analytical tools proves to be a 

barrier cited by most countries in both case and focus investigations. Even basic analytical 

tools that allow teams to identify clusters and trends are not commonly available to actors 

below the national level of the health system. No method exists to update forms or maps 
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with current data related to the index case, target community, or past investigations to 

allow for understanding in real time what those new data mean. Detailed observations of 

newly identified bodies of water, households, or breeding sites must be noted, but maps 

cannot be updated by investigators in real time. Consequently, detailed analysis must be 

completed once the team has left the field, making it hard to address gaps that might 

remain, adding to delays in decision making, and, potentially contributing to gaps in data if 

updates are not clearly recorded. 

Policy Gaps 

 Lack of codified procedures hinders investigation effectiveness. Policies and standards 

to guide focus investigations are evolving slowly from the national level. Interviewees 

reported that the malaria community currently lacks consensus about how focus investigations 

should be conducted. While some policies and processes are being piloted, no country has 

SOPs in place that align with the WHO operational manual for malaria surveillance in 

elimination settings, a manual which is currently under revision.  

 

Underlying Gaps for both Case and Focus Investigations 

In addition to the above, key gaps also emerged for both case and focus investigation in the areas 

of funding and policies and procedures.  

Funding Gaps 

 Health systems chronically lack funding. Funding for health and infrastructure in LMICs 

rarely meets the country’s needs. Insufficient funding is a root cause of the shortage of 

health workers, transportation, equipment, and commodities. This challenge is not specific 

to malaria but has an outsize impact on case and focus investigations as they are resource 

intensive.  

Policy and Procedures Gaps 

 Country-level policies and SOPs fall short of international best practices. The WHO 

developed a comprehensive set of operational guidelines for malaria surveillance in 2012. 

These guidelines are currently under revision. Few countries have policies and SOPs in 

place for case investigation and even fewer for focus investigation. Countries approach 

these activities differently and to varying levels of completeness, and they lack a current 

guideline for determining their approach and measuring success.  
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OPPORTUNITIES FOR MOBILE TO ADDRESS GAPS  

Mobile solutions can overcome many of the health system limitations prevalent in countries 

where malaria is endemic. Deploying mobile technologies in these settings is extremely complex, 

however, due to the limited training of health staff, lack of familiarity with mobile devices, and 

infrastructure challenges. Therefore, it is critical to identify the activities where mobile technology 

can open barriers and be most catalytic in driving program outcomes. Figure 14 shows the results 

of categorizing identified program gaps by a mobile solution’s ability to address a specific gap. The 

application of mobile solutions is one way to address some of these challenges. Others, however, 

will require different types of interventions. 

Figure 14. Opportunities for Mobile Tools to Address Program Gaps 

This gap analysis points to broad categories of activities where mobile solutions can play a role. It 

also points to a list of high-level desired features that have been used in the technology landscape 

assessment to select mobile tools and platforms that meet these requirements. To address which 

program gaps can be fully or partially filled by mobile solutions, existing technology must be 

understood. New solutions should be developed only when none already exist. In the next section, 

the existing landscape of mobile technologies has been mapped and assessed for its ability to fill 

these gaps in malaria surveillance. These combined analyses will point the way to 

recommendations on actionable next steps. 
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MOBILE TECHNOLOGY LANDSCAPE ASSESSMENT 

Mobile tools present a number of opportunities to improve the implementation of both case and 

focus investigations. When considering how to best leverage a mobile solution, it is important to 

evaluate how and where mobile might bring the most value.  

Through primary and secondary research, the Vital Wave team compiled a list of eighteen 

common mobile tools and platforms that are currently being used or could be used for malaria 

surveillance. The eighteen tools and platforms were assessed against a list of desired feature 

types identified in the desired state mapping for case and focus investigations. Case studies were 

developed for the tools currently used for case and focus investigations to provide further detail.  

A detailed description of the landscape assessment methodology and the list of platforms and 

tools can be found in Appendix A. 

 

 

A Note on Tools and Platforms 

Dozens of mobile tools or “apps” are deployed or in development for disease control 

programs in low- and middle-income countries (LMICs), such as those described in 

resources like the mHealth Compendium. Most of these mobile tools are built on a small 

number of technology platforms. The capabilities and limitations of those platforms define 

the current boundaries for developing malaria surveillance mobile tools and provide a 

roadmap for investments. This landscape assessment’s focus on mobile platforms allows 

for a more manageable and useful evaluation of the tools’ capabilities and constraints. 

 

 

 

 

 

 

inSCALE is a program in Mozambique that has configured the 

CommCare mobile platform to create a tailored mobile tool for 

malaria case management by CHWs. 

 

 

 

 

 

 

CommCare is a free and open source mobile  

platform used in over 50 countries. 
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Assessment of Tools and Platforms against Program Goals 

Figure 15. Current and Planned Mobile Tools and Platforms for Malaria Surveillance  

The landscape assessment revealed that while a large number of tools and platforms are 

addressing the needs of case detection and notification, and a medium number are targeting 

response, the number of tools and platforms currently being used for case and focus 

investigations is low (see Figure 15). One hypothesis for this gap is that technologies are 

constrained by the complexity of investigation activities and the lack or changing nature of 

government policies and guidelines for these activities. This relative lack of mobile solutions in 

case and focus investigations represents an opportunity for catalytic investments in mobile tools 

and platforms to meet those needs.  

Given the variability that exists between and within countries, it is important to note that tools that 

allow programs to pivot efficiently and effectively are necessary. Many countries face a mix of 

malaria endemicities that may have differing needs (e.g., monthly aggregated reporting in one 

province and weekly case-based reporting in another). In this context, tools that allow countries to 

configure the parameters of their functionality (e.g., number of cases before sending an alert, 

content of job aids) are necessary. 

Current mobile platforms could, with some investment, be repurposed to fill the gap in case and 

focus investigations. Opportunities to tailor whole platforms or extract certain features from a tool 

or platform to meet specific program goals for malaria surveillance have been identified. For 

example, a tool with a strong support capability, which is not currently being used for case or 

focus investigations, could be repurposed to another platform to meet those program goals.  

                                                   
2 Tools and platforms in teal are planned deployments 
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Assessment of Tools and Platforms against Desired State Feature Types  

The current features of the eighteen mobile tools and platforms were assessed against the key 

desired feature types from case and focus investigations (see Figure 16). Technologies that either 

contain the desired features or could be easily reconfigured to do so are identified. Lastly, 

Convening participants identified where investing to fill key technical gaps that could enhance all 

tools.  

Figure 16. Key Technology Feature Types for Malaria Surveillance 

 

 Case-Based Data  

As countries move from malaria control toward elimination, documenting, investigating, and 

responding to each case becomes increasingly critical. Case-based data, in the malaria surveillance 

context, means each detected case has a unique identifier and any future data from case or focus 

investigations are connected to that unique index case. A mobile tool for malaria elimination will 

optimally have the capacity to collect, store, look up, and use case-based data from case detection 

through focus investigation.  
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Several case management tools in the landscape can collect case-based data and could be tailored 

to meet the needs of case and focus investigations. A key challenge is having access to historical 

case-based data during the execution stage of case or focus investigations. Case management 

tools such as CommCare, Mangologic, Medic Mobile, and OpenSRP can potentially be used in malaria 

surveillance due to their ability to collect and use case-based data. 

Case-based alerts are also important features to ensure action is taken. Several factors could 

influence whether health facility staff send a simple alert or full case information, including the 

case burden in country, technology available at the health facility, and human resource capacity.  

 

 

 

 

Case-Based Data: OpenSRP  

OpenSRP is a tool that records patient information in the “smart register.” The platform 

could be tailored so the case investigator or data clerk enters the index case information 

directly into the smart register. Then when district officers or health workers are in the 

field, they could filter cases to see only previous index cases from that area.  

This simple feature illustrates the advantage of a mobile tool. Without it, case information 

would likely be spread across several different paper-based registers. With the use of 

OpenSRP, the information is directly in the hands of the user, and its accessibility enables 

data to be used for decision making. In addition, by tailoring existing features and 

functionalities, the case investigation questionnaire could be completed directly in the app, 

new index cases could be added to the smart register, and OpenSRP’s decision support 

functionality could be applied to investigations. 

 

OpenSRP’s  

Smart Register 
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 Timely Data 

The ability to transfer and access data in real time is one of the key advantages of mobile tools 

and platforms over paper-based systems. Timeliness of data can hinge on network connectivity 

and whether systems are interoperable. In addition, timely flow of data back to workers in the 

field impacts analytics and support capabilities.  

Most of the mobile tools and platforms in the landscape can trigger notifications and submit 

reports in real time, or near real time, from the user to the central server. Once the data are 

transmitted to the central server, they are made available on desktop-based dashboards for 

different members of the health system. Program managers can access these data in real time to 

improve response efforts.  

Getting real-time data to program managers is only part of the challenge. Mobile tools require 

bidirectional data synchronization for activities like case management where patient data need to 

be up to date. This is one of the most challenging technology problems.  

 

 Analytics  

The sophistication of analytics available in the field on a mobile tool is a core challenge to disease 

surveillance. Web-based dashboards on desktop computers have analytical functionalities that 

benefit supervisors and others at higher levels in the health system. One interviewee suggested 

that “analytics should be built in as you go higher up the chain to the district and national level 

because they are the ones that have to make decisions using the data.” Others, however, 

expressed interest in putting more analytic capabilities into the hands of those in the field using a 

mobile tool.  

For example, health workers in Cambodia desire a tool with algorithms that can analyze case 

investigation information and automatically provide classification. Such a tool would ensure that 

case investigation data are analyzed in a standardized way per WHO and country-specific 

guidelines. Based on the Vital Wave team’s understanding of the landscape, very few examples 

exist of highly sophisticated algorithms on mobile or desktop platforms. One limiting factor to 

such functionality could be the number of data streams (e.g., travel history and risk maps for the 

area) that need to be integrated to accurately classify a case.  

Timely Data: Malaria Case Surveillance Application in Cambodia 

In Cambodia, private sector providers use PSI’s Malaria Case Surveillance application to 

submit near real-time data when malaria cases are detected. With access to mobile 

broadband, case data are sent to PSI 30 seconds after diagnosis, alleviating traditional 

reporting costs and time delays. 
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 “We're struggling with data use across the board to inform long-term planning and short-term 
response.” 

While robust mobile-based analytics remain a challenge, more traditional desktop-based analytics 

are available for all but four of the tools investigated during the landscape assessment. The four 

tools that lack analytics functionality rely on interoperability with other systems. For example, ODK 

and PSI’s Malaria Case Surveillance tool both connect with DHIS2 and utilize its analytics platform. 

DHIS2’s dashboards, pictured in Figure 17, are highly customizable and feature data visualization, 

maps, charts, reports, and pivot tables.  

Figure 17. DHIS2 Dashboard 

The habit of data use is another challenge. A representative from Honduras shared that paper-

based case investigation forms are brought back to the health facility, filed, and never looked at 

again. At a minimum, dashboards must be structured to inform specific decisions made by users 

and must be designed to be accessible and user-friendly to motivate use for decision making.  

Analytics: Coconut Surveillance in Zanzibar   

In Zanzibar, the Coconut Surveillance team has found the most useful dashboards contain 

simple data on whether cases are being followed up and the current step in the case 

follow-up process. This information allows managers to see which districts are struggling. 

The Coconut Surveillance platform also generates advanced routine reports in formats 

designed by malaria experts and automatically distributes them from the central server to 

designated users via SMS and e-mail. These strategies to increase data use are based on a 

deep understanding of the decisions that each person in the malaria surveillance process 

needs to make and the specific data they require to make those decisions. 
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Without an investment in data use, sophisticated data analytics will remain a retrospective 

research tool. Better data promote data use, and data use drives the desire for better data. 

Understanding the drivers of those behaviors in different countries will be critical to achieving 

impact with data analytics and visualization tools.  

 

Geolocation 

“A live map that provides spatial information in real time about previous cases, response 
efforts, and breeding sites would be ideal.” 

GPS coordinates are critical components of case-based data for malaria elimination. Since malaria 

cases cluster by location, geolocated data allow managers and health workers to follow up more 

precisely with the index cases’ contacts. In addition, this spatial information can be used in 

combination with other data streams (e.g., environmental data) to understand why cases are 

occurring in certain hot spots and to make decisions about the appropriate response.  

The basic function of collecting and sharing a GPS point is widely available in existing tools. The 

current demand is for more robust mobile tools that utilize the mapping functionalities available 

on desktops. An interactive map working in the field requires a tablet-based solution and 

significant user-centered design to ensure it is easy to use and adds value for the worker. Its 

usability largely comes down to built-in decision support that helps the user understand the 

information and prompts actions. On top of this, it would need to function offline and be 

interoperable with other data streams (e.g., weather data or spatial data on previous index cases 

in the area).  

 

As the possibilities for tagging and presenting geolocated data are myriad, it is important to 

determine what the appropriate and lowest uniquely identified unit should be, based on the 

program goal. For case investigation, the household might be the structure that is geolocated. For 

focus investigation, a breeding site might be tagged. Flexibility and clear definitions associated 

with geolocation are key for data quality and analysis purposes. 
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 Interoperability  

Interoperability is one of the essential features that sets a pilot project apart from a nationally 

scalable tool or platform. Many malaria surveillance algorithms currently in development rely on 

multiple local and cloud-based data streams (e.g., case data, entomological data, weather data, IRS 

campaigns, and bed net distribution data). Therefore, interoperability, or the ability for a tool to 

communicate with other systems to import and export data, is critical.  

“Complexity comes when you try to scale up a tool and have to think about how it connects 
with everything else.” 

Of the eighteen tools examined in the landscape assessment, at least eight out of seventeen have 

demonstrated interoperability with the DHIS2 platform. As DHIS2 rolls out in more countries, 

demonstrating DHIS2 compatibility will be important.  

The key challenge of interoperability is not technical. The knowledge exists to link data systems for 

information exchange and to create a suite of interoperable tools. The main challenge is the 

complexity of stakeholders (e.g., funders, government agencies, NGO implementers, and 

technology providers) involved in malaria surveillance and health information systems in each 

country. For example, in Zanzibar, Coconut Surveillance is interoperable with DHIS2, but the team 

has found that the Ministry of Health officials who use DHIS2 do not utilize the malaria data, and 

the Zanzibar Malaria Elimination Programme (ZAMEP) officials responsible for malaria elimination 

do not use DHIS2.  

Geolocation: mSpray in Zambia  

In Zambia, the mSpray tool suite increases the efficiency and 

effectiveness of indoor residual spraying (IRS) campaigns. mSpray is 

primarily accessed through a web-based interface that displays the 

target areas for spraying and identifies the specific houses within the 

target areas, all overlaid on satellite maps. The mSpray platform also 

includes layered risk maps and considers factors like water and land 

use, population density, and elevation to determine an area’s risk of 

transmission and guide spraying efforts. mSpray is currently 

concentrated on IRS, but the mapping functionality could be extended 

to case and focus investigations. The underlying Ona technology 

platform is also used in OpenSRP, and it could be possible to blend 

the patient registers and decision support of OpenSRP with the 

mapping functionality of mSpray to create a new tool for malaria 

surveillance.  
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Another important impediment to interoperability is the lack of foundational components needed 

to standardize information across systems that record similar data elements in different ways. 

Ethiopia, Tanzania, and Rwanda have all created master facility registries to standardize place-

based data, but it remains an issue for many other countries. For example, the Clinton Health 

Access Initiative (CHAI) team helping to roll out DHIS2 for case investigation in Honduras has 

found that the health programs use an informal unit designation called the localidad that is not 

recognized as an official administrative unit. Strong government leadership and vision along with 

a national strategy for digital health can enable the creation of these building blocks of 

interoperability. 

Interoperability requires a level of interdependence not often seen in the complex web of 

stakeholders in LMICs. Technical issues can be overcome if strong alignment exists among the 

people and organizations involved. 

  

 Offline Capability 

The ability to function offline is one of the most basic requirements for a mobile tool for malaria 

surveillance. This is the “price of entry” for mobile tools and platforms because mobile Internet 

access remains sporadic in the target regions of Southern Africa, GMS, and Central America. While 

their approaches vary based on the technology used, all eighteen tools and platforms have offline 

functionality. 

 

Offline Capability: Coconut Surveillance in Zanzibar  

In Zanzibar, the surveillance agent uses Coconut Surveillance, a mobile-native application, to 

conduct the case investigation at the index case household. The agent uses a tablet to capture 

the data in a questionnaire offline, and the data are synced to the server when the agent returns to 

the health facility or another location with Internet connection. Data are synced in two directions, 

with the agent’s recently completed questionnaire flowing from the tablet to the server and any 

new data (e.g., new case details) sent from the server to the tablet. 

The Coconut Surveillance model functions well in areas where Internet connection is relatively 

accessible. However, in certain areas of Honduras where the nearest connection is an eight-hour 

boat ride away, this presents a challenge. These native mobile applications are generally built to 

store data for weeks or months at a time if necessary, but unsynced data are unusable by others, 

impedes timely decision making, and delays the triggering of further activities such as focus 

investigation or response. 
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 Support Capabilities  

Mobile tools can provide a wide spectrum of support capabilities. The variety is described below, 

with examples.  

 Skip logic in a questionnaire: If an index case has not travelled in the designated amount 

of time, then the questionnaire automatically skips past all the questions related to travel.  

 Simple logic checks on the data entered: If the wrong treatment was selected, the 

application alerts the user with a message such as “Patient is a child not an adult. You have 

selected an incorrect dosage. Please choose the correct amount.” 

 Decision support for certain routine activities: A decision support tool guides a 

surveillance agent through the steps of a case investigation, automatically prompting the 

next step and reminding the agent of country guidelines along the way. 

 Multimedia aids to support surveillance activities: A spray team using a mobile 

platform plays a video that explains the importance of IRS to a household that resists 

spraying. Multimedia such as videos, graphics, and audio messages are also used as 

training materials and reference guides for health workers. 

 Performance management for health workers: A supervisor monitors and assesses a 

health worker’s performance and provides feedback.  

Skip logic and logic checks are standard across the landscape of mobile tools and platforms. 

Decision support tools with visual aids and tools incorporating performance management are not 

currently being used for malaria surveillance, but the technology can be adapted to perform these 

functions. DHIS2 struggles in this area, and platforms like CommCare, Mangologic, Medic Mobile, 

and OpenSRP have a distinct advantage.  

With global guidance around case and focus investigations in flux, it may be difficult for countries 
to work with technology providers to build a decision support tool. As these protocols are 
developed and cadres of health workers are trained, mobile tools with support capabilities can 
strengthen these efforts.  

Support Capabilities: CommCare in Mozambique  

In Mozambique, CHWs in the inSCALE program use a CommCare support tool for malaria case 

management. Using images and audio, the CommCare application walks CHWs through the 

consultation steps to diagnose, treat, and refer patients. Program managers use the CommCare 

HQ web-based dashboard to review CHWs’ performance and provide constructive feedback. The 

platform is currently being used by 600 CHWs in two provinces and has received funding to scale 

up further. The team from the Malaria Consortium is having several discussions about how to 

link this platform to malaria surveillance activities in the country.  
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Mobile Tools for Case and Focus Investigation: Case Studies  

The following case studies offer a closer examination of the mobile tools currently used for case 

and focus investigations.3 The case studies are from the perspective of the user and walk through 

how the tool is used during the planning, execution, and reporting phases of case and focus 

investigation. These case studies offer key insights for both program and technology experts 

considering using a mobile tool for case and focus investigation.  

Each case study includes an assessment of its key capabilities and gaps. Features present in each 

mobile tool were analyzed against the list of priority features (see Figure 5 and 8). This analysis is 

not intended to be comprehensive but aims to focus on the key features that are either present or 

missing in each mobile tool.  

  

                                                   
3 DiSARM’s foci management tool has not been deployed yet but was included due to the promise it shows and lack of focus 

investigation tools in the landscape. Novel-T’s VTS tool is focused on Polio Surveillance and was included to offer an example from 

outside of the malaria surveillance ecosystem. 
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Case Study 1: Coconut Surveillance for Case Investigation in Zanzibar 

 

User 

In Zanzibar, a group of twenty District Malaria Surveillance Officers (DMSOs) are using 

Coconut Surveillance on tablets and mobile phones for malaria surveillance in ten districts. 

Coconut Surveillance has been in use since 2012 and has scaled up across Zanzibar with 

full ownership by the ZAMEP.  

 

 

Planning 

When a patient is diagnosed and treated for malaria at a health clinic, the clinician sends 

an SMS with basic information about the case to the Coconut Surveillance system. The 

DMSO immediately receives an SMS notification from Coconut Surveillance on his personal 

mobile phone that alerts him to this new malaria case in his district. He opens the Coconut 

Surveillance system on his tablet, connects to the Internet, and syncs the latest case data 

on the area where the case is from the central server to his device. He then gathers up his 

medical supplies, gets on his motorbike, and heads to the facility that reported the case.  

 

At the health facility, the DMSO meets with a medical provider to gather additional patient 

information, including a phone number and home address. After transferring this 

information from the paper-based registry to the digital record stored on his tablet, he is 

ready to go to the household and conduct the case investigation.  

 

 

Execution 

At the household, the DMSO conducts an interview with the index case patient and any 

additional household members, gets detailed travel histories, and completes a case 

investigation form for each member. The DMSO also conducts RDTs on each member of 

the household. He enters the results from the interviews and RDTs into digital forms on 

the tablet that utilizes logic checks and skip logic. The DMSO also collects geocoordinates 

for the household.  

 

Coconut Surveillance has a built-in algorithm that reviews travel history details against the 

case classification guidelines set out in the WHO malaria surveillance manual. The result is 

a suggested case classification of local or imported transmission.  

 

Coconut Surveillance also uses preloaded data that about the history of malaria in the 

village and factors in the time of year to create a risk estimate, which is used to suggest the 

appropriate reactive case detection (RCD) to be conducted. In a high risk or hot spot area, 

the DMSO will conduct RCD in households within 50-100 steps of the index case 

household.  
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Reporting 

After the investigation is completed, the DMSO goes to a location with mobile network 

connectivity or Wi-Fi to sync the data collected with the central server.  

 

The data are then accessed and reviewed by program managers for Coconut Surveillance 

at the ZAMEP Office. They use the built-in analytics platform that includes customized 

dashboards, graphs, and maps to inform follow-up activities and create reports.  

 

Coconut Surveillance also allows managers to monitor whether cases are being followed 

up. If a case is detected and case investigation doesn’t take place in the allotted timeframe, 

then the manager can follow up with the DMSO to understand what is causing the delay 

(e.g., needs motorbike fuel) and fix the problem.  

 

Coconut Surveillance also has built-in threshold monitoring that sends automatic alerts to 

the program managers when a threshold of cases over a seven to fourteen day period is 

exceeded. Response to these alerts might include mass screening of the area.  

 

Key 

Capabilities 

(Based on 

Existing Priority 

Features) 

✓ Ability to take and access case investigation data in the field 

✓ Ability to download data on specific area while online and access it while offline in 

the field  

✓ Ability to collect individual-level data on household members  

✓ Ability to have case investigation form include skip logic for questions on travel and 

treatment history 

✓ Ability to have the tool automatically apply relevant policy to the stored list of 

households to be sampled so that it can be used as an instructive prompt to users 

performing RCD 

✓ Ability to conduct basic analytics based on case investigation form and input on 

environmental data to make recommendation on case classification 

Key Gaps 

(Based on 

Missing Priority 

Features) 

✓ Ability to visualize map of area with case data (during execution)  

✓ Ability to collect data on environmental observations 

✓ Ability to prompt user with specific data to review or a checklist of data to verify 

Assessment Coconut Surveillance is an advanced case investigation tool that could be enhanced by 

mapping and support capabilities and the ability to collect and use environmental data. 
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Case Study 2: ODK for Case Investigation in Ethiopia 

 

User 

In Ethiopia, Surveillance Assistants based at health posts in eight districts are using ODK for 

case investigation. The Surveillance Assistants use ODK on smartphones. The program is 

managed by the Malaria Control and Elimination Partnership in Africa (MACEPA). The 

Surveillance Assistants began using the tool in 2015.  

 

 

Planning 

When an index case of malaria is detected at the health post, the health extension worker 

connects in-person with the Surveillance Assistant.  

The Surveillance Assistant then copies the basic information on the index case (e.g., patient 

name and household location) from the paper registry to the ODK tool. The Surveillance 

Assistant brings that basic information into the field during case investigation but does not 

have access to comprehensive historical data on the household.  

The households in the 209 villages where the tool is being used have been mapped in ODK 

by the Surveillance Agents. The customized version of ODK renders the geocoordinates of 

each household on Google Maps. This helps Surveillance Agents plan their field visits and 

find the index case household.  

 

 

Execution 

The Surveillance Assistant uses the offline map to navigate to the index case household 

where they test and treat each member for malaria.  

The Surveillance Assistant completes mobile data forms in ODK for each member of the 

household. The data collected includes name, age, sex, RDT results, and travel history. 

These forms have skip logic embedded and are saved so that they are connected to the 

unique household.  

After finishing with the index case household, the ODK tool shows the Surveillance 

Assistant which houses are within a 100-meter radius to visit for RCD. If the index case 

household is in a densely populated area, the tool will show only those that are within an 

adjusted radius. The index case household and surrounding households are color coded 

on the tool to support identification. If the Surveillance Assistant misses a target 

household, this is indicated on the tool. If the Surveillance Assistant comes across a new 

household, they can add it to the map while offline. The process of test, treat, and fill out 

case investigation forms is repeated in each household.  

One current limitation of the offline tool is that the Surveillance Assistant cannot access 

and use data previously collected at a household while they are in the field. ODK 2.0, an 

ODK update currently being developed, will make it easier to access and edit previously 

collected data and preload it for use offline. The team in Ethiopia is planning to redesign 

the tool to use ODK 2.0 later this year.  
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Reporting 

When the Surveillance Assistant reaches a location with mobile data or Wi-Fi connectivity, 

they select the forms they filled out and send them to the central server.  

The MACEPA team then accesses the data and classifies the case. The data are analyzed 

using STATA to determine if the case is imported or local. 

The MACEPA data analysts generate reports every three to four months on the number of 

cases found and share these reports with the Ministry of Health’s regional health bureau 

and wider MACEPA team.  

One current limitation is that data are only accessible electronically by MACEPA. When the 

ODK 2.0 tool is completed, there are plans to integrate with DHIS2 so that the Ministry of 

Health has full access to the electronic data and the MACEPA team can use DHIS2’s robust 

analytics features.  

 

Key Capabilities 

(Based on Existing 

Priority Features) 

✓ Ability to use map to navigate in community and guide route to relevant locations  

✓ Ability to display map of households in area 

✓ Ability to attach new data to a household  

✓ Ability to collect individual-level data on household members  

✓ Ability to have case investigation form include skip logic for questions on travel and 

treatment history 

✓ Ability to have the tool automatically apply relevant policy to the stored list of 

households to be sampled so that it can be used as an instructive prompt to users 

performing RCD 

✓ Ability to color-code households to show which ones were missed, which ones are 

nearby, and which have been visited 

Key Gaps 

(Based on Missing 

Priority Features) 

✓ Ability to access historical data for households (including intervention data and case 

investigation data)  

✓ Ability to collect data on environmental observations 

✓ Ability to prompt user with specific data to review or a checklist of data to verify 

✓ Ability to conduct basic analytics based on case investigation form and input about 

environmental data to make recommendation on case classification  

Assessment 
The mapping capabilities added to ODK in Ethiopia illustrate the benefits of an open source 

and highly customizable technology platform. Roll out of ODK 2.0 later this year should 

address the key pain point of lack of access to historical case data in the field. Other efforts 

to fill the gaps identified need to follow. 
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Case Study 3: DHIS2 for Case and Focus Investigations in Zimbabwe 

 

User 

In Zimbabwe’s Matabele South Province, environmental health technicians (EHTs) are 

using DHIS2 Tracker on tablets to conduct case and focus investigations. The EHTs are 

based at the local health facility level. DHIS2 Tracker is a mobile data collection tool 

connected to Zimbabwe’s health information system. The EHTs began using DHIS2 Tracker 

in 2014.  

 

Planning 

When a malaria case is diagnosed at a health facility, the health workers provide treatment 

and trigger a case investigation by the EHT.  

The EHT copies the necessary patient data (e.g., name and household) from the paper 

register into DHIS2 Tracker before going into the field to conduct the investigation.  

 

 

 

Execution 

When the EHT arrives at the household, they capture the GPS coordinates and use a 

questionnaire built into DHIS2 Tracker to interview the index case patient to understand 

how they were exposed to and contracted malaria. They ask about travel history and 

whether they sleep under a bed net. The other members of the household are tested with 

RDTs and treated if needed.  

Based on the responses to the questionnaire, the EHT classifies the case as local or 

imported and enters that classification in DHIS2 Tracker. The EHTs have received training 

to make this classification and do not rely on analytics or support capabilities from the 

tool.  

The EHT then conducts a limited form of focus investigation. After classifying the case, the 

EHT carries out an entomological investigation to search for potential breeding sites and 

confirms if those breeding sites have Anopheles larvae. The EHT then takes the appropriate 

steps to address the breeding site and captures the relevant information on the breeding 

site in DHIS2 Tracker.  

Based on local guidelines, the EHT does not conduct RCD, and houses near the index case 

are not visited. However, the EHT does look for breeding sites near the index case 

household.  
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Reporting 

When the EHT has a mobile data connection or Wi-Fi, they sync the data collected in the 

questionnaires to the main DHIS2 server, which is sent directly to multiple levels of the 

health system.  

Health staff at the district, province, and national level are then able to access and analyze 

the data.  

Classification of focus vector occurs at the national level.  

Key 

Capabilities 

(Based on 

Existing Priority 

Features) 

✓ Ability to take and access case investigation data in the field  

✓ Ability to attach new data to a household  

✓ Ability to collect individual-level data on household members  

✓ Ability to fill in multiple case investigation forms on different individuals  

✓ Ability to collect data on environmental observations  

Key Gaps 

(Based on 

Missing Priority 

Features) 

✓ Ability to access historical data for households, including intervention data and 

case investigation data 

✓ Ability to visualize map of area with case data during execution 

✓ Ability to provide support on conducting complex activities (e.g., how to identify 

and map breeding sites) 

✓ Ability to conduct basic analytics based on case investigation form and input about 

environmental data to make recommendation on case classification 

✓ Ability to have the tool automatically apply relevant policy to the stored list of 

households to be sampled so that it can be used as an instructive prompt to users 

performing RCD 

Assessment DHIS2 functions as a basic mobile data collection tool in Zimbabwe. Access to historical 

data, mapping, and support capabilities would greatly enhance the tool. If used in other 

contexts with less advanced users and different policies, then analytics to recommend 

RCD and case classification would need to be developed. 
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Case Study 4: DiSARM for Focus Investigation in Southern Africa 

 

User 

In Southern Africa, DiSARM is developing a foci management module for focus investigation 

teams and program managers. DiSARM is a progressive web application that can be used on 

desktops, tablets, or smartphones. The user testing for the foci management module is 

planned for late 2017.  

 

 

 

Planning 

Program managers and focus investigation teams will use DiSARM to monitor foci and 

trigger investigation and response when needed. At the core of the DiSARM platform is the 

ability to view foci spatially on an offline map. By clicking on a specific focus area, the user 

will be able to review data integrated from other databases related to case detection, case 

investigation, and IRS.  

The algorithm to trigger a focus investigation can be customized for each country. When a 

new focus that meets the criteria for investigation is identified, an alert will be sent to the 

focus investigation team.  

The focus investigation team will then review existing information on the number of people 

in the foci area, the location of different structures they need to visit, and the historic 

information on number of cases and spraying campaigns. This information will be 

downloaded to the mobile device and brought into the field during the focus investigation.  

 

 

 

Execution 

DiSARM is moving focus investigation teams from a paper-based data collection process to a 

mobile-based tool with an offline interactive map and data organized around unique 

structures.  

This means that when the team is conducting its investigation, they will be able to click on a 

structure on a map and view historic data associated with that unique structure (e.g., 

malaria case and IRS data). They will also be able to select a structure and collect additional 

data using customized forms. After they visit a structure, it will change colors on the map so 

they can keep track of their progress.  

DiSARM has found that foci investigation teams are already using and drawing on paper 

maps, so this tool should feel intuitive and enhance their existing workflow. 
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Reporting 

Once the investigation is complete, the team will sync the data with the central server when 

they reach an area with mobile data or Wi-Fi connectivity. Program managers will then have 

access to the new data to manually classify the focus. In the future, DiSARM may be able to 

recommend a classification. DiSARM also sees opportunities to develop analytics to 

recommend the appropriate intervention and show areas of high risk or potential breeding 

sites. 

These features are still under consideration, and DiSARM will base its decisions on how 

program managers in each country plan to use the data for reporting purposes and 

decision making.  

Key 

Capabilities 

(Based on 

Existing Priority 

Features) 

✓ Ability to download data on specific area while online and access it while offline in 

the field  

✓ Ability to access historical data for households, including intervention data and case 

investigation data  

✓ Ability to delineate foci areas visually on a map 

✓ Ability to review, collect, and edit data on breeding sites and existing households 

✓ Ability to attach new data to a household 

✓ Ability to color-code households to show which were missed, which are coming up, 

and which have already been done 

✓ Ability to make changes to the prepopulated data on environmental observations  

Key Gaps 

(Based on 

Missing Priority 

Features) 

✓ Ability to prompt user with specific data to review or a checklist of data to verify  

✓ Ability to provide support on conducting complex activities (e.g., how to identify and 

map breeding sites)  

✓ Ability to verify actual data against satellite imagery  

Assessment DiSARM is being developed with advanced functionalities. Adding support capabilities to 

guide the user through the workflow would help ease the transition from paper to 

electronic and ensure users are able to maximize use of the tool’s capabilities. 
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Case Study 5: Vaccination Tracking System for Polio Vaccination Campaigns in 
Nigeria 

 

User 

In Northern Nigeria, vaccination teams and health staff at the ward, local government area, 

and national level are using the Vaccination Tracking System (VTS) to improve coverage of 

polio vaccination campaigns. VTS is used on laptops, GPS-enabled phones, and tablets. VTS 

has been in use in Nigeria since 2013.  

Planning 
During a polio vaccination campaign, a ward focal person (WFP) collects GPS-enabled 

phones from the local government area headquarters (LGA-HQ) first thing in the morning. 

The WFP then returns to the ward and distributes the phones along with the needed 

medical supplies to the vaccination teams.  

 

 

 

 

Execution 

The vaccination teams leave the ward and go out into the field to conduct their vaccination 

activities. As they carry out their work, the GPS-enabled phone automatically collects GPS 

points (or “tracks”) every two minutes and stores those points locally on the phone. These 

tracks improve visibility for program managers into the areas that are covered and missed 

over the course of a five-day vaccination campaign.  

 

The teams use paper-based registers to capture data related to the patients they screen 

and treat. A mobile tool, called eTally and based on ODK, has been piloted to replace these 

paper forms.  

 

When a chronically missed settlement is identified, teams are sent out with a tablet 

running Hamlet Buster. Hamlet Buster helps teams locate these settlements using offline 

satellite imagery. Teams can see the settlement locations in the field and navigate to target 

structures and households. At the household, teams can collect georeferenced data such 

as place names and other critical information.  
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Reporting 

After the vaccination teams complete their activities in the field, they return to the ward and 

the WFP collects their phones. The WFP then travels to the LGA-HQ and meets with the 

operations technical manager (OTM). The OTM plugs the phones into an offline laptop and 

downloads the GPS tracks from each phone.  

 

The tracks are plotted in VTS’s distributed geodatabase, which includes a repository of 

inhabited settlements in both urban and rural areas. 

  

Once the tracks are all in the VTS database, the OTM triggers data analysis with a single click. 

VTS analyzes the data and generates the missed settlement and geographic coverage 

reports. This is all done at the LGA-HQ and does not require input from the national level.  

 

The reports generated each day by VTS are brought to the evening meeting at the LGA-HQ 

where the key staff and WFPs discuss the coverage so far and use the reports to make plans 

for the vaccination teams for the following day.  

 

The data and reports from the campaign are also available on a web-based dashboard at 

the national-level emergency operations center (EOC). EOC staff can see a consolidated view 

of all campaign data for reporting purposes and to conduct cross-campaign analyses.  

 

Key 

Capabilities 

(Based on 

Existing Priority 

Features) 

✓ Ability to assign households or areas to different team members in the field 

✓ Ability to use map to navigate in community and guide route to relevant locations  

✓ Ability to attach new data to a household  

✓ Ability to collect individual-level data on household members  

✓ Ability to attach a geopoint to a household  

✓ Ability to visualize map with overlay of data 

✓ Ability to color-code households to show which were missed, which are nearby, and 

which have been visited 

Key Gaps 

(Based on 

Missing Priority 

Features) 

✓ Ability to access historical data for households and download onto a device  

✓ Ability to take and access case data in the field 

✓ Ability to conduct basic analytics in the field  

✓ Ability to provide support on conducting complex activities 

Assessment VTS’ Hamlet Buster tool has strong mapping capabilities, but it would need to address issues 

of access to historical data and tailor analytics and support capabilities to be used for 

malaria surveillance. 



   

62 

 

Vital Wave Inc. © 2017 Vital Wave 

MOBILE SOLUTIONS FOR MALARIA ELIMINATION SURVEILLANCE SYSTEMS 

Landscape Assessment Summary and Implications 

The technology landscape assessment demonstrated that mobile tools are currently being used to 

support some aspects of malaria surveillance activities. Gaps remain, however, in a number of 

critical areas: 

 Case-Based Data: Current platforms are not easy to configure or customize, are unable to 
collect data in a non-sequential way that matches the realities of data collection in the field, 
and do not support complex or non-hierarchical relationships between cases. 

 Timely Data: Sending and receiving timely data in the field from the central server 

depends on access to network connectivity. In addition to this, existing digital health 

platform technologies do not readily plug into widely used communications platforms (e.g., 

WhatsApp, Facebook). 

 Analytics: Current mobile-based platforms do not provide the needed basic analytical 

capabilities for field teams, such as the ability to analyze a data set in real time in an offline 

environment or to visualize trends across numerous records. . 

 Geolocation: Current mobile-based platforms do not support the required quality and 
detail on maps while offline, are not able to store sufficient quantities of data offline to 
support visualization different geospatial features, do not support projection of 
geographical areas based on location, nor do their SDKs allow programmers to leverage 
available geospatial data (e.g., from Open Street Maps). 

 Interoperability: Standards have not yet been defined or agreed upon for geospatial 
features for malaria surveillance, nor has support for such standards been built into 
current platforms. 

 Offline Capability: Peer-to-peer synchronization and conflict resolution so that data 
collected by multiple users is not overwritten, is not a mature feature in current platforms. 

 Support Capabilities: Current platforms do not support robust tools for field-based task 

management and work planning, nor do they have the ability to analyze data collected in 

real time or to allow users to create, update, or modify a task list. 

A more detailed description of each of these gaps can be found in Figure 18 below.  
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Figure 18. Technology Gap Analysis 

Feature Category Required Features 

Illustrative Mobile Tools that 
Currently Support One or More  

Required Features  
(some in limited capacity) 

Existing Gaps 

Case-Based Data 

 

Note: Case means any 

entity (including people, 

households, foci, and 

other geospatial features) 

to which data can be 

associated (through a 

form or metadata). 

 Ability to support a multitude of 

case types, including people, 

households, foci, and other 

geospatial features 

 Ability to create or assign unique 

identifiers to cases while offline 

 Ability to create, read, update, or 

deactivate uniquely identified 

cases while offline  

 Ability to create, read, update, or 

deactivate data associated with 

cases while offline 

 Ability to create, read, and 

update relevant longitudinal data 

for cases and to enable analysis 

of changes over time (audit trail) 

 Ability to establish non-

hierarchical relationships 

between linked cases 

 CommCare 

 DHIS2 Tracker 

 OpenSRP 

 ODK 2.0 

 OpenMRS 

 Coconut Surveillance 

 Medic Mobile 

 Mangologic 

 

 

Note: Alternative platforms exist that 

provide case-based data features, 

however they are less mature than 

the platforms listed above 

 

 Current platforms are not easy to 

configure or customize, which makes 

it challenging to accommodate the 

different contexts in which they will be 

used 

 Case and form data collection 

technology is currently linear (i.e., 

users must typically go through each 

question of the form in sequential 

order), and tools are unable to collect 

data in a non-sequential way that 

matches the realities of data 

collection in the field 

 Current platforms do not support 

complex or non-hierarchical 

relationships between cases. While 

tools currently have the ability to build 

parent-child or case-encounter 

relationships, more complex 

relationships (e.g., multiple 

households-multiple foci) may be 

required for surveillance  
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Feature Category Required Features 

Illustrative Mobile Tools that 
Currently Support One or More  

Required Features  
(some in limited capacity) 

Existing Gaps 

Timely Data  Ability to transmit data via 

Internet, SMS, or other mobile 

communication technology 

 Ability to receive and send 

notifications 

 Ability to leverage 

communication technology to 

communicate with other users  

 All tools with connectivity have 

this ability  
 Key gap is access to connectivity  

 Existing platforms do not readily plug 

in to common communication 

platforms (e.g., WhatsApp, Facebook 

Messenger) 

Analytics  Ability to drill down into historical 

and more detailed views for 

relevant case data 

 Ability to perform basic analytics 

on data collected in the field in 

real time while offline in order to 

create meaningful graphics, 

charts, and notifications that can 

be used to inform user’s 

decisions or impact user’s work 

plan 

 Ability to customize graphics, 

charts, and notifications created 

through basic analytics (feature 

 SMap 

 DiSARM 

 DHIS2 

 Tableau 

 CommCare HQ 

 Excel  

 Power BI (Microsoft tool) 

 Coconut Surveillance 

 Periscope 

Note: Most platforms have some 

basic analytics ability to provide 

 The ability to analyze large data sets 

in real time in an offline environment 

and to visualize trends across 

numerous records has yet to be 

supported by a mobile platform 
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Feature Category Required Features 

Illustrative Mobile Tools that 
Currently Support One or More  

Required Features  
(some in limited capacity) 

Existing Gaps 

not needed on mobile device 

itself) 

user-based notifications based on 

single values or basic calculations or 

lookups (e.g., show a warning if 

certain data are entered), but those 

noted above have more advanced 

analytical capabilities 

Geolocation  Ability to collect geospatial data 

through GPS or geocoding and 

associate it with a case 

 Ability to access, store for offline 

use, and update a shared map 

(or a centrally hosted map that is 

routinely accessed and updated 

by multiple users) and transmit 

updates once online  

 Ability to visualize basic 

geospatial analyses on a map 

(e.g., distances, routes, hot 

spots, or other case or 

environmental analyses) 

 Ability to view or hide multiple 

layers of data on a map, 

including historical data, to 

enable visualization of trends 

 CommCare (limited) 

 OpenMapKit 

 GeoODK 

 Stock ODK 

 mSpray  

 Fulcrum  

 DiSARM 

 Mappt 

ArcGIS 

 OpenStreetMap 

 Coconut Surveillance 

 

 

 Features for mapping geospatial 

elements are not consistent across 

platforms nor able to support the 

quantity or level of complexity of data 

needed 

 Existing platforms do not currently 

support the quality and detail required 

in offline map features 

 Existing platforms are not currently 

able to store sufficient data offline to 

support visualization of different 

geospatial features 

 Existing platforms are not currently 

able to support projection of 

geographical areas based on location  

 SDKs for existing tools do not 

currently allow programmers to build 

new features to make use of available 
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Feature Category Required Features 

Illustrative Mobile Tools that 
Currently Support One or More  

Required Features  
(some in limited capacity) 

Existing Gaps 

geospatial data (e.g., from Open 

Street Maps)  

 

 Note: It is expected that the largest 

gap in features that are currently 

available fall within the geolocation 

features category  

Offline Capability  

 

Note: Other features 

noted under Case-Based 

Data, Analytics, 

Geolocation, and Support 

Capabilities that must also 

be supported while offline 

are noted as such in their 

respective sections of this 

table 

 Ability to store an adequate 

quantity of data on the mobile 

device so that necessary 

analytics capabilities can be 

used while offline 

 Ability to create, read, update, 

and deactivate all types of case-

based data while offline 

 Ability to synchronize data 

between mobile devices (peer-

to-peer) while offline 

 Ability to store data for 

synchronization on the mobile 

device and synchronize it 

bidirectionally with the central 

server (manually or 

automatically) when online  

 ODK (create, view, and update 

form data) 

 CommCare (create, view, and 

update case and form data) 

 

 

Note: Most mobile platforms work 

offline but have varying degrees of 

functionality 

 

 Peer-to-peer synchronization and 

conflict resolution is not a mature 

feature, but limited functionality is 

supported by some 
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Feature Category Required Features 

Illustrative Mobile Tools that 
Currently Support One or More  

Required Features  
(some in limited capacity) 

Existing Gaps 

Support Capabilities  Ability to manually or 

automatically create and update 

tasks or a checklist for active 

work plan management 

 Ability to support a user in 

navigating an end-to-end 

workflow through display and 

interaction with notifications, 

checklists, task lists, or another 

representation of a work plan 

 Ability to look up or prompt user 

with relevant policies or other 

reference information during a 

workflow, when applicable 

 Ability to trigger alerts based on 

geospatial data and location 

(e.g., notify a user when they are 

near a previously identified 

breeding site that should be 

investigated) 

 Ability to support the use of 

multimedia (images, audio 

messages, and video) for 

training support 

 CommCare (basic notifications 

and decision support, robust 

multimedia support) 

 DHIS2 Tracker (basic) 

 OpenSRP  

 Medic Mobile 

 Mangologic 

 Coconut Surveillance  

 mSpray 

 

 Robust tools for field-based task 

management and work planning are 

not currently supported by existing 

systems 

 Current tools do not have the ability 

to analyze data collected in real time 

or create a prioritized task list, nor do 

they allow users to interact with a 

task list, strike off completed items, or 

reprioritize items as needed 
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This assessment of technology gaps contributed to a broader understanding of where 

enhancement or new development will be necessary to improve required functionality. Despite 

the gaps, it is clear that mobile tools can support the shift to malaria elimination and that aligning 

efforts and investments to build on existing technologies and progress to date is a feasible goal. 

However, multiple current tools have been designed and implemented independently with no 

coordinated effort made to leverage the strengths of certain solutions or the potential for shared 

resources. Coordinated innovation must start with an articulated vision for how mobile solutions 

should be designed, prioritizing inputs from malaria surveillance programs and capitalizing on the 

capabilities of existing technologies.  

Many countries already have an existing base of hardware and software platforms and seek new 

technology that will integrate with these existing platforms. New developments should support a 

country’s need to customize for specificity while still leveraging reusable assets so that each 

country is not designing a bespoke solution. No one platform will ever serve the needs of every 

health worker and health program and it would require substantially more time and development 

to re-create features in the chosen single platform that already exist in other tools. Moreover, 

countries may be opposed to abandoning other platforms that their workforce has already been 

trained to use. 

An alternative approach is to build out the priority features across a suite of interoperable but 

separate platforms to create a modular multi-platform toolkit. This approach provides the most 

flexibility and opportunity to leverage the capabilities of existing tools specifically for malaria. 

Work could start right away with a rapid assessment of existing tools against the priority list of 

features identified during the Roadmap project and a decision made on the optimal configuration 

of tools to be included in the toolkit. This approach would enable multiple platforms to be 

integrated and used together to support the complete set of required features, or for platforms 

that provide similar features to be swapped in and out as best suited to fit a country’s needs and 

existing digital systems that they have already invested in and adopted. This would give countries 

the opportunity to continue working with tools that they have already incorporated into their 

health information system and to select additional tools that are best suited to their program 

implementations. With continued involvement by malaria program experts to inform the critical 

requirements of a solution, as well as a collaborative approach taken by providers, this effort 

would move forward in support of the transition toward coordinated innovation and contribute to 

realizing improved mobile tools for malaria surveillance.  

The most significant challenges that remain are the lack of a coherent, comprehensive product 

vision by donors and an organizing force backed by sufficient funding. The recommendations in 

the next section are aimed at the malaria community, point to actions that can be taken to ensure 

mobile tools better meet countries’ malaria elimination program needs, and describes a 

development approach that uses investments in an effective and efficient manner. The 

recommendations focus on specific technology development actions and how stakeholders can 

work together in a more coordinated and streamlined method.  
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CONCLUSIONS AND 

RECOMMENDATIONS 
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CONCLUSIONS & RECOMMENDATIONS 

Many of the key elements needed to improve the development and implementation of robust 

mobile tools for malaria surveillance already exist. The engaged participation of malaria experts 

and technology providers, along with the base of existing technologies, are the foundation upon 

which more streamlined and effective mobile tool development activities can be built.  

The work of this project has built upon that foundation, articulating the desired state for malaria 

surveillance activities and the list of priority (“must have”) and nonessential (“nice to have”) 

features required of mobile solutions to address the needs of case and focus investigation 

activities. In addition, the landscape assessment provides an important understanding of how the 

existing technology platforms can meet programmatic needs and where limitations exist with 

existing solutions. Importantly, program implementers and technology providers have agreed to 

explore a more collaborative approach to mobile tool development.  

Aligning the community represented at the Convening around shared goals and a path to reach 

those goals helps malaria experts and technology providers understand where to focus their 

efforts and helps donors feel confident that their investments contribute effectively to larger 

goals. Conditions and circumstances are in place to move from a fragmented software 

development approach to a more streamlined and coordinated process that can better meet the 

needs of people on the front lines implementing surveillance activities in malaria-eliminating 

countries. The recommendations that follow serve to support the community as it works to 

capitalize on the momentum and continues to make progress developing appropriate and high-

value mobile tools for malaria surveillance. 

 

Recommendation: Define the mobile tool features necessary to meet 
the comprehensive needs of malaria surveillance programs 

The process flow analysis conducted for case and focus investigations in this project provided a 

clear understanding of the current and desired states, and the gap analysis unveiled the specific 

needs mobile tools can address. This methodology can easily be applied to other malaria 

surveillance activities to define additional features needed, particularly for case detection and 

notification as well as managing the interventions used to stop transmission. 

Convening participants identified “must have” and “nice to have” features at the level of detail 

needed for software development. This is a critical step in ensuring mobile technologies meet key 

program needs without complicating the user experience with unnecessary features. Additional 

process flow maps of the remaining malaria surveillance activities will lead to prioritized features 

for all program areas, which can be shared with the greater community to ensure consistency in 

mobile tools for malaria-eliminating countries.  
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Specific recommendations for defining the need include: 

 Complete validation of needed features for case and focus investigations with members of 

the wider malaria community, including ministries of health and end users.  

 Conduct a similar process to identify the needed features for case detection and notification 

and the intervention response. Prioritize these features as “must have” or “nice to have.” 

 Identify the user scenarios for each part of the malaria surveillance program, and identify a 

package of features that would be needed in a mobile tool for each user. 

 Continue to evolve the list of needed features in line with the emerging policies and 

practices and country needs. 

 

Recommendation: Fill the technology gaps of existing mobile 
technologies 

An assessment of eighteen platform technologies affirmed that several mobile technologies have 

the feature types needed for malaria surveillance. Tailored versions of these platforms are in 

development and in early use for aspects of malaria surveillance.  

The project team developed case studies for a select group of mobile technologies to better 

understand how they are currently being leveraged for case and focus investigations. This 

investigation led to a better understanding of how the specific users engage with the tools and 

what features the tools are capable of supporting. While several priority features are supported by 

existing mobile technologies, gaps remain. However, technology providers can now assess their 

platforms and tools against the list of priority features and determine the effort necessary to close 

remaining gaps. 

At the Convening, participants agreed that future mobile tool development for malaria 

surveillance should build on existing platforms, and, where possible, technology providers should 

share knowledge and features. This approach will create a coordinated and vibrant innovation 

ecosystem, with countries able to select the technology platform that best meets their needs.  

Specific recommendations for filling the technology gaps include: 

 Perform a detailed technical examination of existing mobile platforms against the to-be-

developed full list of prioritized features and standards, and identity gaps that remain. This 

activity will inform additional “must have” features to be developed, customized, or enhanced. 

 Establish a software development process that supports the creation of a modular, 

interoperable, and mobile toolkit that can be implemented on one or more mobile 

platforms best suited to individual programs and locations. 

 Increase collaboration with other developers of software solutions for disease 

management to benefit from their work, leverage existing knowledge for malaria 

surveillance activities, and share what the malaria community has learned. 
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 Develop mechanisms to ensure all mobile technology development efforts adhere to the 

Principles for Digital Development, especially in gaining user input into the design (see 

Appendix A). 

 

Recommendation: Coordinate to better innovate 

The Roadmap could be best implemented through three spheres of collaboration: among malaria 

program implementers, among technology providers, and between these two groups. During the 

May 2017 Convening, break-out sessions were oriented in this way and demonstrated the 

enhanced value of each type of collaboration. 

An ongoing dialogue between malaria program implementers would keep the list of needed 

mobile tool features comprehensive and current. As discussed throughout the Roadmap, malaria 

surveillance activities are in flux as malaria control countries move toward elimination and as 

countries experiment with who conducts the activities and how they are conducted. The list of 

program needs and priority features for mobile tools discussed and agreed upon by program 

implementers is what sets the vision for the technology providers.  

Technology providers agree that working together is the only way to address identified and 

emerging key gaps. Many countries have an existing base of hardware and software platforms 

and seek new technology that will integrate with these existing platforms, and new development 

should support these goals. Therefore, a modular approach to software feature development is 

needed, where prioritized features are developed as stand-alone pieces inside one or more 

technology platforms, with each feature supporting standardized inputs, outputs, and 

functionality. This enables multiple platforms to be integrated and used together to support the 

complete set of required features, or for platforms that provide similar features to be swapped in 

and out as best suited to fit a country’s needs. For example, a Ministry of Health could opt to use 

either CommCare, DHIS2 Tracker, ODK Collect, or another platform for field-based data collection 

depending on the experience and capacity its staff has to provide technical support for the chosen 

platform. 

This type of software development approach, which will meet country needs, can only happen 

through the type of collaboration outlined in the specific recommendations. The value of this 

willingness to collaborate among technology providers should not be underestimated, as it is a 

major asset to the efforts to create country-appropriate mobile tools for malaria surveillance and 

avoid further duplication of effort and propagation of disconnected software applications.  

Lastly, Convening participants agree on the importance of coordinating between malaria program 

implementers and technology providers to create shared technology standards, prioritize 

software features, and define malaria surveillance data. Such collaboration and shared standards 

would allow for a modular approach to software development. For example, obtaining agreement 

on the scope of data needed to represent foci profiles (including their data elements, the 

relationships between them, their allowable values, and their format) would allow all collaborating 
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technology providers to build out unique features to interact with or analyze standard foci profiles 

so that malaria programs could use one or more platforms to work on a single data set.  

Specific recommendations for coordinating innovation include: 

 Create an organizational structure for coordinating the collaboration on mobile tool 

development and agreement on technology use and program standards for malaria 

surveillance. Use this structure to engage the donor community and to encourage them to 

align their investments. 

 Develop principles and agreement templates for collaboration and knowledge-sharing 

between technology providers.  

 Consider a prototyping process for rapid iteration between technology providers and 

program implementers on new or improved tools. This process would gather feedback 

from end users as well as program experts.  

Convening participants identified critical 

success factors for future collaboration 

(see box to the right). They recognized 

the need for a central coordinator and 

acknowledged that all the stakeholders 

need to buy in to the process and 

participate fully. The community of 

participants needs to expand beyond the 

group represented at the Convening, 

and participants were united around the 

need for more upfront input from 

country-level program implementers.  

The knowledge generated by this 

project, and the community that has 

been catalyzed as a result, form a strong 

base on which to build a system of 

coordinated innovation. These 

recommendations provide the roadmap 

to a transformational style of software 

development. If implemented, this 

Roadmap would increase the efficiency 

and effectiveness of financial resources 

for malaria surveillance mobile tool 

development and ensure the flexibility 

needed to meet country needs toward 

malaria elimination. 

  

Critical success factors for supporting “Coordinated 

Innovation” 

1. Sufficient stakeholder capacity and motivation to 

move forward 

2. Central coordinator to facilitate and manage the 

collaborative effort  

3. Technology committee to formulate an approach to 

address gaps in technology features and 

interoperability  

4. Mandate and buy-in from malaria surveillance 

implementers 

5. Field involvement in testing and development 

processes  

6. Strategic harmonization with other stakeholders 

7. Clear protocols for partnership  

8. Agreement around definitions from all stakeholders 
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APPENDIX A: METHODOLOGY 

Definition of Priority Program Goals 

Using secondary research, WHO guidelines, resident knowledge, and expert interviews, the Vital 

Wave team started by mapping the universe of malaria surveillance activities in elimination 

settings. This approach was used to identify which activities could be supported with digital health 

tools. Resident knowledge of malaria surveillance activities and mobile tool capabilities was then 

applied in order to identify the activities where mobile technologies could add value in elimination 

settings. Figure A1 illustrates the process used.  

Figure A1. Identification of Program Goals 
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This approach was used to identify three program goals for further exploration: case detection 

and notification, case investigation and classification, and focus investigation. Vital Wave adapted 

the Collaborative Requirements Development Methodology to conduct a comprehensive mapping 

of the end-to-end processes and actors involved with each of the three program goals, using the 

WHO guidelines as the foundation for the process mapping. A set of detailed process flows were 

developed, and a set of criteria were applied (see box below) to identify the potential for mobile 

solutions to impact these processes. 

 

While several tools were supporting case detection and notification, relatively few existed to support 

case and focus investigations. As a result of this finding, case investigation and classification and 

focus investigation were selected as priority program goals for further exploration. 

Program Goal Evaluation Criteria  

► Value-Add of Mobile Technology: Measure of the degree to which the capabilities of mobile 

technology, including case-based data collection and reporting, geolocation, and rapid 

analysis, can improve the efficiency and effectiveness of malaria surveillance for elimination. 

► Focus on Community-Level Actors: Measure of the degree to which the activities are 

carried out by community-level actors (e.g., FLHWs, district field team) who would most 

benefit from mobile data tools. 

► Elevated Priority in Elimination Phase: Measure of the degree to which business processes 

and activities are prioritized during elimination phase as compared to control phase. Priority 

is determined based on whether the activity is essential or merely best practice.  

► Existing Mobile Solutions: Measure of the degree to which the existing solutions have been 

tested, refined, and scaled in various settings.  

See Figures A2, A3, A4, and A5 below for further detail.  



   

77 

 

Vital Wave Inc. © 2017 Vital Wave 

MOBILE SOLUTIONS FOR MALARIA ELIMINATION SURVEILLANCE SYSTEMS 

 

Figure A2. Assessment of Case Detection and Notification  
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Figure A3. Assessment of Case Investigation and Classification  
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Figure A4. Assessment of Focus Investigation  
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Definition of Desired and Current States 

To develop a deep understanding  

of the desired and current states for 

case and focus investigations, Vital 

Wave examined the actors, timing, 

setting, data, and processes 

involved for each of the program goal 

activities. Guided by the dimensions 

of analysis detailed in Figure A5, 

interviews with 21 members of the 

Community of Practice (CoP) were 

used to solicit inputs on the desired 

and current states of the program 

goals. Interviews focused on what 

stakeholders would like to happen  

in case and focus investigations  

(the desired state) and what is 

actually happening (the current 

state). CoP inputs were then used  

to update the process flows and 

identify best practices, key 

challenges, and gaps between  

the current and the desired state.  

Limitations in the methodology: 

The findings on the current state in each country were informed primarily through a single 

interview with one or two subject matter experts deeply familiar with malaria surveillance 

activities in that country. This allowed for the research to address malaria surveillance across 

multiple countries for comparison and to inform key elements of variation and similarity that have 

implications for the design of a mobile solution. However, this limited the extent to which the 

specific details of each country could be explored, understood, and validated by multiple sources.  

Mobile Technology Landscape Assessment  

Using secondary and primary research, Vital Wave conducted a landscape assessment to identify 

relevant mobile tools currently in use for malaria surveillance activities and other public health 

efforts. The objectives of the landscape assessment were to: 

 Understand the relevant mobile tools and platforms for malaria surveillance 

 Assess and compare the strengths and weaknesses of these mobile tools and platforms 

 Assess whether each mobile tool and platform meets the desired features for malaria 

surveillance  

Figure A5. Dimensions of Analysis 
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 Identify existing gaps and what new capabilities might be required as well as critical 

elements for scale 

Given the large number of mobile health tools in existence, the team developed a set of criteria to 

guide the selection of technologies (see box below).  

In parallel with analyzing the desired and current states of malaria surveillance and conducting the 

landscape assessment, the team conducted interviews and identified essential technology feature 

types for mobile solutions, namely: 

► Case-Based Data 

► Timely Data 

► Analytics  

► Geolocation 

► Interoperability  

► Offline Capability 

► Support Capabilities 

Mobile Solution Inclusion Criteria 

► Relevance to malaria surveillance program goals: The landscape assessment includes 

mobile tools and platforms that are relevant to the full spectrum of surveillance goals 

including case detection, case investigation, focus investigation, and response. 

► Relevant features: The landscape assessment includes mobile tools and platforms that 

have the needed features, regardless of whether they are currently being used for malaria 

surveillance. 

► Underlying technologies: The landscape assessment focuses on underlying technologies 

rather than specific applications. For example, mobile platforms such as ODK and 

CommCare have been tailored for use in hundreds of different deployments around the 

globe, but the underlying technology remains the same. This approach allows for a more 

manageable assessment of the capabilities and constraints of existing technologies. The 

exceptions in the landscape are mobile tools built specifically for malaria surveillance, 

namely mSpray, Coconut Surveillance, PSI’s MCS application, and DiSARM.  

► Potential for scale: The landscape assessment focuses on mobile tools and platforms that 

have undergone rigorous testing and demonstrated their ability to scale. However, 

scalability was not considered an absolute “must have” due to the potential for 

incorporating valuable technology components from tools and platforms that can’t scale 

(or haven’t scaled) into those that can.  
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The current list of assessed technologies (see Figure A6 below) is not considered exhaustive. 

Rather, it is intended to serve as a baseline and litmus test for a mobile tool or platform to be 

relevant for malaria surveillance. 

Figure A6. List of Assessed Platforms and Tools and Associated Organizations 

 

Definition of “Must Have” Features 

During a Convening hosted by the Bill & Melinda Gates Foundation in Geneva on May 9–10, 2017, 

select members of the malaria community, including program and technology experts, came 

together to jointly determine the features for one or more mobile solutions needed for case and 

focus investigations. Convening participants broke into groups. Each group was assigned three 

activities from the process flows for focus investigation execution. For each activity, groups 

identified a set of sub-activities and the relevant software features needed to conduct those 

activities (see Figure A7). 



   

83 

 

Vital Wave Inc. © 2017 Vital Wave 

MOBILE SOLUTIONS FOR MALARIA ELIMINATION SURVEILLANCE SYSTEMS 

 

Figure A7. Example of Sub-activity and Feature Identification  

Activity Number Activity Sub-activity Feature Feature Type 

1 Team 

dispatched to 

the locality of 

the focus 

Assign each team 

member a set of 

households or area 

to investigate 

Ability to assign 

households or 

area to different 

team members 

Support Capabilities 

Participants then prioritized these features using the categories “must have,” “nice to have,” and 

“don’t need.” These categories were defined as:  

 “Must have” The mobile solution must have this feature to conduct the associated activity. 

 “Nice to have” The mobile solution would be better if this feature were available to 

conduct the associated activity. 

 “Don’t need” The mobile solution does not need to have the feature to conduct the 

associated activity. 

Features were categorized “must have” if they met at least one of the criteria in Figure A8.  

Figure A8. Criteria for “Must Have” Features  
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Primary Research Scope 

Starting in January 2017, Vital Wave conducted interviews with twenty-seven subject matter 

experts from three key geographic eliminating regions: Greater Mekong Subregion (GMS), sub-

Saharan Africa (SSA), and Central America (see Figure A9).  

Figure A9. Map of Interview Locations 

The team targeted a representation of countries at different stages of elimination (see Figure A10) 

to highlight the various contexts, needs, and challenges that exist across surveillance systems. 

Figure A10. Interview Countries on the Elimination Spectrum 
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Gap Analysis 

Following the mapping of the desired and current states of malaria surveillance, Vital Wave 

conducted a gap analysis to (1) identify key differences between the two states and opportunities 

for mobile tools and platforms to fill in those gaps (2) identify existing gaps in mobile technologies.  

 

Note on Vital Wave’s Approach to 
Design: Principles for Digital 
Development 

Vital Wave adheres to the Principles for Digital 

Development, a set of shared principles that 

institutionalize lessons from information 

communication technology projects to guide digital 

health investments. The principles have been 

integrated throughout this project.  

 

 

 

  

© Vital Wave SM. Proprietary and Confidential: Do not copy or distribute. 10 

      Principles for Digital Development 

1 

2 

3 

4 

5 

6 

7 

8 

9 

Design with the User 

Understanding the Existing Ecosystem 

Design for Scale 

Build for Sustainability 

Be Data Driven 

Use Open Standards, Open Data,  
Open Source, and Open Innovation 

Reuse and Improve 

Address Privacy and Security 

Be Collaborative   
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APPENDIX B: PROGRAM SHIFTS IN ELIMINATION 

As countries move from control to elimination, key shifts are required in malaria programs that 

affect surveillance. Information needs to be case based, shared in real time, and reported from 

public and private sectors. The transition to elimination also requires that health workers be 

trained in more advanced skills. These shifts impact how the surveillance system must evolve 

operationally in setting shifting from disease control to elimination. 

 

 

 

 

 

 

 

Key Program Shifts in the Elimination Phase  

 From aggregate data to case-based data 

 From weekly or monthly case reporting to notification and response in real time 

 From district or national control to locally intensive efforts (case notification, 

investigation, and follow-up)  

 From presumptive treatment to ensuring all individuals with suspected malaria are 

tested by microscopy or RDT 

 From primarily public sector reporting to reporting from all sectors including private 

sector health services (formal and informal) 

 From “hot spots” that are place based to “hot populations” living in remote or border 

areas (mobile and migrant populations) 

 From minimally trained CHWs to health workers with more advanced skills 
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APPENDIX C: PROCESS FLOWS FOR CASE AND FOCUS 
INVESTIGATIONS – PLANNING AND REPORTING STAGES 

A. Case Investigation: Planning  

“Having some context about the community for investigation is helpful—demographic data with 
census information about who lives in the different households, epidemiological data about 
cases, information about activities like IRS  and bed nets, and entomological information.” 

Figure A11. Planning: Desired State Process Flow 

Key Characteristics of the Desired State Planning Process 

 Reliable and timely alerts: Data should be sent to the investigator from the health worker 

immediately following case detection. The longer the period between detection and 

investigation, the higher the risk of transmission within a community. 

 Comprehensive index case data: To locate an index case and carry out an investigation, 

an investigator should have basic demographic data about the index case (name, age, sex) 

and the address or location for a household visit. In addition, having background about the 

index case such as travel and treatment history helps determine if a case investigation is 

necessary and the extent of the investigation needed in the community. For example, if an 

imported case has gone undetected for two to three weeks, investigators will know to 

conduct the case investigation in the community to identify any introduced cases. 
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 Access to historical neighborhood data: While CHWs know their communities well, they 

may not be as aware of neighboring communities. Historical data on the number and 

location of households, number and trends of reported cases, types of interventions 

conducted, and results of cases detected and investigated in the surrounding area could 

help investigators decide the extent of investigation required. For example, if the reported 

case is from an active high-transmission area where several index cases have already been 

reported, then a case investigation may not need to be conducted, at least not outside the 

index case’s household. However, if the case is reported in a previously inactive area, then 

a wider and detailed investigation in that community would likely be required. 

Priority Feature Types  

Case-Based Data: Case investigation planning relies on index case data as well as data 

about the community. The ability to review case-based and aggregate data is important for 

planning. 

► Timely Data: Notifications of index cases from the health facility to the district in real time 

allows the planning process for case investigation to begin without delay.  

► Analytics: Analytics and visual tools (e.g., dashboards) that factor in details about the 

current case, historical cases, and environmental data (e.g., showing clusters) can help 

determine whether a case investigation is needed and, if so, the extent of the case 

investigation.  

► Geolocation: Knowing where a case has occurred enables review of past cases and 

environmental data to help determine the parameters and logistics of the investigation.  

► Interoperability: Interoperability with other systems (e.g., system that houses historical 

data on interventions conducted, notification system used by health workers) would enable 

seamless transfer of data. 

 Support Capabilities: Government policies or SOPs for case investigation best practices 

will help teams adhere to common standards. Decision trees and prompts can also provide 

guidance during the planning phase. 
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B. Case Investigation: Reporting  

“Ideal would be a web-based application which allows for instant transfer of data. Most 
countries in GMS are starting to see better connectivity, which makes this more feasible.” 

Figure A12. Reporting: Desired State Process Flow 

Key Characteristics of the Desired State Reporting Process 

 Data sharing across health system levels: Once the case investigator completes an 

investigation, the investigation form data should be sent immediately to both the district 

and national malaria control offices. A report is also submitted to FLHWs to provide them 

with further data about their communities and personal performance. This report can be 

shared with local officials to keep them up to date and involved with malaria prevalence 

and surveillance needs in their communities. 

 Determination of the appropriate response: The case investigator could use data to 

either trigger additional interventions (e.g., additional case investigations in another 

district, focus investigation) or make a recommendation to the appropriate decision maker.  
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Priority Feature Types  

► Timely Data: A mobile tool or platform enhances timeliness of data by removing the need 

for physical transportation of paper-based records. The electronic forms can also be sent 

to all levels of the health system at the same time, instead of slowly making their way from 

one office to the next.  

► Analytics: Dashboards at each level of the health system could be tailored so that case 

investigation data are displayed in a way that empowers actors and enables decision 

making. 

► Interoperability: A mobile tool or platform used in the field for case investigation should 

be interoperable with the reporting systems used by different levels and departments of 

the health system. This interoperability will enable data to be received and used for 

decision making.  

C. Focus Investigation: Planning  

“You can collect so much data around the foci but should focus on what are you going to act 
on. What are you going to do with this information that you are tasking people to collect?” 

Figure A13. Planning: Desired State Process Flow 
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Key Characteristics of the Desired State Planning Process 

 Knowledge of when index case threshold is triggered: The initial determination that a 

focus investigation might be required is based on a threshold level of cases occurring in a 

focal area. The ability to review and analyze different data sets collected at different times 

from a focal area is required to determine if the threshold has been reached. The threshold 

needs to be clearly defined by government or health program SOPs. 

 Access to complete and accurate data: Focus investigations are time and resource 

intensive. To decide if a full focus investigation is warranted, teams should be able to 

review data related to the index case collected during case investigation, as well as 

historical case and environmental data from previous case and focus investigations for the 

focal area and neighboring districts. For example, investigators could identify clusters of 

cases that might suggest a new active area requiring review. Or if a case has gone 

undetected for two to three weeks in a non-active area, new mosquitos have potentially 

acquired the parasite and an investigation will be needed. 

 

Priority Feature Types 

► Case-Based Data: Focus investigation planning relies on index case data as well as case 

and environmental data from the district level. The ability to review case-based and 

aggregate data is important for understanding the current situation in the focal area and 

informing the planning process.  

► Analytics: Built-in analytical capabilities with alerts would allow for notification when the 

threshold of index cases is reached. Dashboards could provide insight into the current and 

historical case and environmental data and help determine the necessity and extent of a 

focus investigation in the community. 

► Geolocation: Geolocated data on past cases and environmental data are critical to 

understanding the focal area and setting boundaries on the focus investigation.  

► Support Capabilities: Government policies or SOPs for focus investigations will help teams 

adhere to common standards. Decision trees and prompts can also provide guidance 

during the planning phase. 
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D. Focus Investigation: Reporting  

“There should be an action that follows data, especially in malaria surveillance and for countries 
that are moving towards elimination path. It's important that people react as soon as possible, 
so tools that report data in real time are needed. Data should move in real time from field to 
the database.” 

Figure A14. Reporting: Desired State Process Flow 

Key Characteristics of the Desired State Reporting Process 

 Determining the appropriate response: Data collected during a focus investigation 

should be used to inform the most appropriate interventions (e.g., bed nets, IRS) to prevent 

further transmission.  

 Data sharing across health system levels: Focus investigation results should be shared 

with health officials at the national level so they can assess the effectiveness of activities, 

monitor trends over time, and allocate resources appropriately for ongoing surveillance 

activities and outbreak preparedness and response. The reports should also be shared 

with health facility staff at the district level to empower evidence-based decision making 

and for ongoing monitoring and evaluation purposes.  
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Priority Feature Types 

► Timely Data: Results of the focus investigation should be shared with the different health 

system actors so that action can be taken. In particular, this could enable the response 

team to trigger an intervention more quickly.  

► Analytics: Complex analytics could support decision making by using the focus 

investigation results to conduct trend analysis and help predict future hot spots. 

Interoperability: Collected data should be shared with reporting systems used by relevant 

levels of the health system, including the intervention teams. Interoperability between 

systems would allow for data to be accessed and used by each level for decision making 
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APPENDIX D: DESIRED STATE DATA SETS 

Program 

Goal 

Stage Relevant Data that Should be Accessible 

Case 

Investigation 

Planning 
Index case patient data 

▶ Name, gender, age 

▶ Address and mobile number 

▶ Name of household head 

▶ Diagnosis status and timing of onset of symptoms 

▶ Basic travel history (e.g., location, dates) 

▶ Location (e.g., health facility name) where case was diagnosed 

Neighborhood data 

▶ Historical data on the number and location of cases in index 
case community 

▶ Historical data on the interventions conducted (e.g., bed nets, 
mass drug administration, IRS) 

▶ Historical data on the number and location of cases in 
neighboring districts 

Planning resources  

▶ Government policies or SOPs on field investigations 

▶ List or map of households to visit 

Execution 
Index case patient and household data 

▶ Detailed travel history (e.g., location, dates, travel companions, 
date of return, sleeping conditions) 

▶ Date of onset of symptoms  

▶ Treatment history (e.g., visited a clinic or doctor and not 
diagnosed)  

▶ Test and diagnosis status 

▶ Individual prevention measures taken (e.g., bed net use, 
prophylactic while travelling)  

▶ GPS coordinates 

Neighborhood data 

▶ Location of households visited (e.g., GPS coordinates) 

▶ List of household members 

▶ Criteria used for screening 

▶ Test and diagnosis 

▶ Preliminary data associated with foci 

Reporting 
Data  

▶ Case-based data collected during execution 

▶ Aggregate data to enable analysis and reporting 

Reporting resources 

▶ Policies and SOPs on reporting 
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Program Goal Stage Relevant Data that Should be Accessible 

Focus 

Investigation 

Planning 
Index case patient and household data 

▶ Names and addresses with GPS coordinates of all the 
index cases in the focus for the past year  

▶ Results of case investigations for the index case, 
including data for members of each household 
investigated, whether they were tested or not, test 
results, treatment provided, individual prevention 
measures (e.g., bed net), etc. 

▶ Two to five years (five years is ideal) of historical data on 
number and location of cases near the focus  

• Interventions (e.g., bed nets, education, mass drug 
administration, IRS, larval source management) 
conducted over the past six to 24 months (24 months 
with detailed history of interventions conducted per 
month is ideal) 

▶ Names and addresses with GPS coordinates of all the 
index cases in the focus for the past year  

Environmental data  

▶ Administrative boundaries, topographical map data, and 
location-based data on existing infrastructure  

▶ Data on environmental factors (e.g., bodies of water) or 
key features such as roads, schools, and new unmarked 
households 

▶ Data on vector such as breeding sites, vector type, vector 
species, vector behavior, and flight range 

▶ Weather data, historical for seasonal comparison and 
past six months 

▶ Focus investigation reports from neighboring districts 

▶ Maps showing the preliminary limits of focus based on 
geographical features, flight distance of the main vector, 
etc. 

▶ Classification status of nearby foci 

Planning resources  

▶ Government policies or SOPs on field investigations 

▶ List or map with GPS coordinates of households to visit 

▶ Village or area census data 

Execution 
Case data  

▶ GPS coordinates of household(s) 

▶ Data on each member of the household, including 
whether they were tested or not, test results, treatment 
provided, individual prevention measures (e.g., bed net) 
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Environmental data  

▶ Data including GPS coordinates on environmental factors 
(e.g., bodies of water) or key features such as roads, 
schools, and new unmarked households 

▶ Data on vector such as breeding sites, vector type, vector 
species, and vector behavior 

Reporting 
Data  

▶ Data required to inform appropriate response (e.g., 
intervention type) 

▶ Data for aggregation to facilitate review of foci 
classifications at the end of the malaria transmission 
season and update the status of each foci annually 

▶ Inputs to conduct trend analysis of foci (e.g., going 
up/going down) 

▶ Data for aggregation to enable analysis and reporting 

▶ Names and addresses with GPS coordinates of all the 
index cases in the foci for the past year  

Reporting resources  

▶ Policies and SOPs  
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APPENDIX E: PRIMARY RESEARCH AND CONVENING PARTICIPANTS 
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